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Abstract

In third generation video surveillance systems the overall processing is distributed
among the whole system. Current technology provides enough computational power to
digitize, analyze, and process video data directly on the cameras of the surveillance system.
The SmartCam project is dedicated to the development of such a high-performance camera
that is equipped with multiple digital signal processors (DSPs) for video processing and
an XScale network processor. The network processor controls the DSPs and is responsible
for intra- and inter-camera communication.

In a typical surveillance system many cameras are deployed and a lot of different
surveillance tasks have to be executed. The cameras are grouped into clusters in order
to support the allocation of these tasks to cameras. Not every task is executed on every
camera of a cluster. Since there is no dedicated central system, the allocation of tasks to
cameras has to be managed in a decentralized way.

This work focuses on the design of a dynamic load distribution system for such embed-
ded smart cameras. The load distribution is realized using mobile agents. Mobile agents
represent surveillance tasks and can migrate from one camera to another at runtime. The
mobile agent system is implemented on the network processor running under GNU /Linux.
The image processing is done on the DSPs; hence the DSP applications are included in
the agent’s payload.

The load distribution problem is modeled as a distributed constraint satisfaction prob-
lem that is solved in parallel on all cameras of a cluster. The partial solutions are then
merged resulting in a set of complete allocations of agents to the cameras of the cluster.
To select the optimal solution, costs are assigned to the different placements of the agents.
The proposed load distribution mechanisms were implemented in a prototype system.
Various experiments demonstrated the feasibility of this load distribution mechanism.



Zusammenfassung

Video Uberwachungssysteme der dritten Generation zeichnen sich durch eine verteilte
Verarbeitung der Uberwachungsaufgaben aus. Aktuelle Technologien besitzen ausreichend
Rechenleistung um die Digitalisierung, Analyse und Verarbeitung der Videodaten direkt
auf den Kameras durchzufiihren. Ziel des SmartCam Projekts ist die Entwicklung einer
solchen Kamera basierend auf mehreren digitalen Signalprozessoren (DSPs) fiir die Bild-
verarbeitung und einem XScale Netzwerk-Prozessor. Der Netzwerk-Prozessor steuert die
DSPs und kontrolliert die Kommunikation sowohl innerhalb des Systems als auch zwischen
Kameras.

In einem typischen Uberwachungssytem werden mehrere Kameras eingesetzt, denen
eine Reihe von Aufgaben zugewiesen wird. Um die Zuweisung von Aufgaben zu erleichtern,
werden die Kameras zu so genannten Clustern zusammengefasst. Nicht jede Aufgabe wird
dabei auf jeder Kamera ausgefiihrt. Da kein zentrales System vorgesehen ist, das die
Zuteilung von Aufgaben zu Kameras durchfithrt, muss dies verteilt erfolgen.

Der Fokus dieser Arbeit liegt auf dem Entwurf eines dynamischen Lastverteilungssys-
tems fiir eingebettete intelligente Kameras. Die Lastverteilung basiert auf dem Konzept
von mobilen Agenten. Uberwachungsaufgaben werden als mobile Agenten realisiert die zur
Laufzeit zwischen Kameras migrieren kénnen. Das Agentensystem lauft auf dem Netzwerk
Prozessor, auf dem GNU/Linux als Betriebssystem zum Einsatz kommt. Die DSP Appli-
kationen sind Teil der Agenten.

Das Problem der Lastverteilung wird als verteiltes ” Constraint Satisfaction Problem”
(CSP) modelliert das parallel auf allen Kameras eines Clusters gelost wird. Die sich dabei
ergebenden partiellen Losungen werden anschlieend zu einer Gesamtlosung verschmol-
zen. Diese Gesamtlosung beinhaltet die vollstdndigen Zuweisungen von Agenten zu den
Kameras des Clusters. Um aus den vollstdndigen Losungen die Optimale auszuwéhlen,
werden den einzelnen Losungen Kosten zugewiesen. Das vorgeschlagenen Lastverteilungs-
system wurde in einem Prototypensystem umgesetzt. Darauf aufbauende Experimente und
Messungen haben die Realisierbarkeit eines solchen Systems unter Beweis gestellt.
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Chapter 1

Problem Domain and Motivation

The volume of traffic on roads and highways continuously increases. Intelligent traffic
surveillance and guidance systems are required to handle this increase and to ensure the
safety of road users. The key to intelligent traffic surveillance systems are smart cameras.
Such smart cameras relieve systems operators by preprocessing and analyzing video data,
warning of critical events and taking over routine jobs.

1.1 Smart Cameras

Processing power of embedded systems is increasing rapidly, opening up a wide range of
possible new applications. First and second generation traffic surveillance systems essen-
tially employ analog video cameras to observe and capture scenes. The digitization and
processing of the content is typically done at some centralized backend system [RRF01].

Today’s technology not only allows for digital capturing and on-board video compres-
sion, but offers enough resources to add additional functionality to surveillance cameras.
Such third generation cameras, also referred to as smart cameras, provide sufficient com-
puting power to do on-board analysis of the captured content.

In practice, surveillance cameras are not deployed isolated, but multiple cameras are
installed. A typical application is the observation of a highway section such as a tunnel.
Although today’s cameras are equipped with a high amount of processing power, they
are still limited in resources. In addition to that, other constraints such as low power
consumption and low heat dissipation are important topics for embedded systems. Having
more than one camera observing the same section opens the possibility to distribute tasks
among those cameras to achieve a better overall utilization of system resources. Such a
set of cameras that shares a number of tasks is referred to as a cluster.

The types of tasks in traffic surveillance cover a broad spectrum. They range from
traffic statistics gathering including lane occupancy, vehicle count or average speed, to the
detection of stationary vehicles, fire and smoke, traffic jams and lost cargo. For most of
these tasks it is not critical to be executed on a specific camera. It is sufficient if such a
task is executed on one of the cameras of the cluster, all observing the same scene. Another
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type of task that is of great interest, is the tracking of vehicles such as dangerous goods
transports. The handling of such tracking applications, that follow the tracked vehicle
from camera to camera is covered in [Qua05].

The goal of the SmartCam project [BRS04,RBBT04] is to implement such an intelligent
camera. The basis of the project is a multi-processor platform equipped with an XScale
base board and multiple digital signal processors used for video processing. The hardware
and software architecture of the prototype system is covered in chapter 4. The system
is not designed to use a central host for coordination, but to operate fully distributed.
This implies, that the management of the clusters and the assignment of tasks to specific
cameras of a cluster, must be implemented in a distributed fashion.

1.2 Load Distribution Using Mobile Agents

The mobile agents software development paradigm has become a major research topic
in recent years. A mobile agent is a piece of software that is capable of migrating from
one machine to another. In addition to that, an important topic in agent development
is communication between agents. Both aspects, the migration and the communication
capabilities of agents, make the agent paradigm an excellent choice for the development
of the load distribution system of the SmartCam project. This load distribution system
not only has to organize and implement the allocation of tasks to cameras of a cluster, it
also has to handle dynamic changes of the load of a cluster at runtime.

The tasks executed by a cluster are realtime tasks. This means that the tasks have
specific resource requirements. The load distribution mechanisms must ensure that these
requirements are met. Otherwise, the realtime constraints are violated and the tasks are
not able to run properly. This thesis addresses the design and implementation of the load
distribution system on top of the SmartCam prototype platform.

1.3 Thesis Organization

Chapter 2 provides a survey of the technologies and concepts that form the background
of this work. The mobile agent paradigm is covered in section 2.1 followed by a discussion
of Java environments suitable for embedded systems in section 2.2. Section 2.3 covers
terminology and techniques of load distribution systems. The chapter is concluded by an
outline of the structure of constraint satisfaction problems in section 2.4.

Chapter 3 focuses on related work in the field of load distribution based on mobile agent
technology. It also covers the applications of agent systems in embedded environments.

Chapter 4 presents the hardware and software architecture of the SmartCam prototype
platform.

Chapter 5 provides a detailed discussion of the design of the load distribution system
for the SmartCam project. It covers the basic infrastructure (section 5.1) and discusses
the mechanisms designed for optimal task placement in sections 5.2 to 5.2.3. Section 5.2.4
describes how these concepts are mapped to mobile agents.
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Chapter 6 selects specific aspects of the implementation of the load distribution system
that are discussed in more detail. These topics include extensions of the mobile agent plat-
form and the implementation of the constraint satisfaction problem solving and merging
algorithms.

Chapter 7 presents a discussion of test results and measurements conducted with the
load distribution system on the SmartCam prototype.

Finally, chapter 8 presents a summary and conclusion of the work. Possible future
extensions and improvements are discussed.



Chapter 2

Background

This chapter provides a survey of the theoretical background and the technologies that are
relevant to this work. Section 2.1 starts with an introduction to the concept of software
agents and presents the basic elements of agent systems. The majority of agent systems is
developed by using the Java programming language. Section 2.2 discusses Java environ-
ments available for embedded systems. It is followed by the fundamentals of the second
main subject of this thesis, load distribution mechanisms, in section 2.3. Many problems
in computer science, including load distribution, can be modeled as constraint satisfaction
problems. Section 2.4 provides the concepts of constraint satisfaction problems and shows
how they can be solved.

2.1 Agent Based Software Development

Agent based software development has become a major research topic in recent years.
In literature, many definitions of the agent concept exist. This section tries to identify
the different definitions, followed by a discussion of technologies and standards related to
agents. It concludes with a summary of the advantages and disadvantages of the agent
paradigm.

A basic definition of the term agent is the following:

Agent: A representative who acts on behalf of other persons or organizations.
[AgD]

Although this definition is not focused on computer science, it provides a first insight
into what the agent notion in information technology is about: An agent is some type of
entity, typically a software program, that performs one or more tasks on its own. It acts on
behalf of a user and pursues predefined goals. This suggests that agents contain some form
of artificial intelligence. While this is true of some implementations of agents, it is not an
absolute requirement. Other agent definitions focus on mobility and distribution. Some
researchers see the agent concept as an extension to object oriented software development
and propose a new type of software engineering approach, an agent oriented development.
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2.1.1 Intelligent Agents

The concept of intelligent agents has its origin in the field of artificial intelligence and
knowledge engineering.

An intelligent agent, as defined in [Tve00], is a piece of software that is authorized
to act for, or in place of another. The term intelligent in this context is summarized
as follows: intelligent behavior is the selection of actions based on knowledge. Intelligent
agents have a number of propertiesfWJ94]: (1) They are autonomous and do not require
human intervention. (2) They have full control over their internal state and their actions.
(3) Agents can either act "proactive” or respond to events of their environment. (4) In-
telligent agents are able to interact with other agents using a common language and they
can migrate between hosts. Other characteristics of intelligent agents are that they do not
deliberately provide false information or do not pursue goals conflicting with those defined
by the user.

Agent-Oriented Programming (AOP) or Agent-Oriented Software Engineering (AOSE)
is described as an extension to the widely established object-oriented programing (OOP)
paradigm [Tve00, Sho93]. An object in OOP consists of several attributes and methods
that operate on those attributes. In AOP, agents are the equivalent to objects, but agents
are active entities which act autonomously. They are equipped with a mental state con-
sisting of beliefs or commitments.

Agents in agent-oriented software engineering have a number of features [Jen99]. They
are seen as problem solving entities with clearly defined interfaces. In a typical scenario, an
agent is embedded in an environment it only has partial control over and limited knowledge
about. Their goal is to fulfill a set of defined objectives by acting autonomously. Many
situations and problems require not only one agent, but a larger number of them. Having
more than one agent, poses the problem of inter-agent communication. Agents often have
to work in a cooperative manner to reach their individual objectives. This aspect of agent
programming is often subsumed by the term social interaction. Since it is not possible to
predict all possible agent interaction scenarios, a high-level agent communication language
(ACL) is required.

Intelligent agents and agent-oriented programming have a strong focus on artificial
intelligence aspects. These aspects, however, are not very important to many practical
applications of agents. Hence, in literature agents are often referred to as software agents
instead of intelligent agents.

2.1.2 Distributed and Mobile Agents

An important topic in the field of agent based development is the distribution and mobility
of agents. Being mobile means that an agent is able to move from one host to another.
This requires that the agent is able to suspend its execution, save its current state, migrate
to the foreign host, restore its state and resume execution. There are two different types
of agent migration [IKWKO00]:
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e Strong Migration. If an agent decides to move to a remote host, its current state
has to be captured and transferred. This state not only includes the agent’s code
and object data, but also the execution data. This involves the stack, the program
counter and references to other objects including recursive references. Strong migra-
tion means high complexity, because it requires mechanisms to freeze the thread of
the agent and capture a dump of the frozen state. This can only be done from the
outside using a debugging interface, but not from within the application.

o Weak Migration. Since strong migration is difficult to implement, most agent systems
use a simplified migration technique, the so called weak migration. A very common
form of implementation is to only migrate code and object data. The stack and
the program counter are not transferred. A special suspend method of the agent is
called, giving it the chance to store required data into member variables before the
agent is stopped. After the agent has been moved, a resume function is executed
and the agent can continue its work.

In case of multi-threaded agents, the agency has to make sure that all threads, created
by the agent, are suspended and migrated as well.

Not all agents are necessarily mobile. A common application of agents are sensor
networks [MJT'01]. In such a scenario, agents are distributed among the nodes of a
network where they monitor certain parameters. If these numbers reach critical values,
the agents can either report them to a central decision maker or act autonomously. An
agent could modify parameters on its node or get in contact with other agents by means of
a message interface. In this way agents are able to handle situations on their own without
the requirement to be mobile.

Stationary agents are easier to design than mobile agents. Depending on the problem,
the additional effort required for mobile agents can increase the performance of a system.
If an agent is able to travel to a remote host, it is able to conduct a more intense dialog
with the host than it could do via messages over the network [LO99]. This approach not
only allows the agent to make use of local resources of a host, but it also can reduce the
network traffic significantly.

2.1.3 Agent Technologies

As most technologies in computer science, agents and agent systems are built upon and
surrounded by a number of other technologies. Agent environments, also called agencies,
provide a number of basic services which an agent requires to achieve its goals. To be able
to integrate agent environments from different manufacturers, interoperability standards
were defined such as the Mobile Agent System Interoperability Facility (MASIF) by the
Object Management Group (OMG). Related to those standards are agent communication
languages allowing vendor-independent inter-agent communication.



CHAPTER 2. BACKGROUND 12

2.1.4 Agent Environments

Agencies, as well as the agents, should be able to execute on a wide range of different
platforms, including different hardware architectures or operating systems without the
need of re-compilation. This requirement narrows the choice of programming environ-
ments to either scripting languages that are interpreted at runtime, or platforms such as
Java or Microsoft NET [PCVM99]. In case of Java and .NET the source code is compiled
to a special type of intermediate code, which then is executed without modifications on
every platform the runtime environment is available for. The execution is either done
by interpreting the intermediate code or with a just-in-time compiler (JIT). Employing a
just-in-time compiler provides higher performance. While SUN Microsystems is covering
a wider range of platforms with Java, Microsoft .NET is only available for the Microsoft
Windows platform. The Mono project [Mon] aims to provide a free, open source imple-
mentation of the .NET framework for other operating systems, such as Linux, MacOS and
other UNIX derivatives. With the further development of Mono, the .NET environment
might become a serious choice for agent platforms in the near future.

The following services, required by agents to accomplish their goals, are provided by
an agency:

e Naming and Lookup. To allow agents to locate other agents and agencies, it is
required that they can be uniquely identified. For this purpose a distinct label has
to be assigned to a newly created agent. In addition to that, some type of usually
centralized registry mechanism is required, where agents and available services are
listed. This allows agents to locate other agents or services, which they require to
accomplish their objectives.

e Communication and Messaging Infrastructure. Whenever an agent has located a
service or another agent providing the required functionality, it has to communicate
with it. For this purpose, an agent environment has to provide a common infras-
tructure that allows agents to exchange messages. This can be done in a proprietary
fashion or in compliance with agent communication language standards, such as the
FIPA agent communication language (ACL) (see also section 2.1.5). The compo-
nents used to implement the messaging infrastructure are typically simple socket
communication or advanced mechanisms such as remote procedure calls (RPC).

e Migration Facilities. For mobile agents the agency has to provide functionality that
allows agents to migrate from one agency to another. This means that it must be
possible to suspend the execution thread of an agent, capture the current internal
state and move it to the destination. At the new host the agent will be restored and
can resume its operation.

e Persistence Services. Agents are able to modify their goals at runtime, gather knowl-
edge throughout their lifetime or move to different hosts. In case of a system failure,
such as a power outage or an agency failure, agents cannot easily be recreated by re-
instantiating a certain class. To overcome the potential loss of valuable information,
the agency can offer a persistence service. This means that agents are stored in a
non-volatile storage either periodically, upon request or triggered by special events.
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e Agent Cloning. Cloning in the field of agent technology means to create an identical
copy of an agent. A new instance is created that has the same internal state as the
original agent [SSCJ98]. The only thing in which the original agent and the clone
differ is their unique identifier.

Agent and Agency Security In addition to the security risks familiar from conven-
tional network based systems, the mobile agent concept introduces a number of additional
security problems [GBH98]. Two fundamental kinds of problems can be identified: The
first are threats for the hosting agency. An agent might abuse the resources of the agency
and thus cause major harm to its host and to the other agents on that system. The other
target of an attack are the agents. In case the agency has been corrupted by an attacker,
it could modify or even destroy agents.

The following list provides a survey of the most important security threats.

e Damage. Without proper protection mechanisms, an agent has access to the file
system of its host system and could therefore modify or delete data. A common
solution of this is a monitoring facility that intercepts agent actions based on a set
of permissions assigned to the agent. Likewise a corrupt agency could modify or
delete an agent at will.

e Denial of Service. Not all harm caused by agents has to result in damaged files or
data. An agent could consume large amounts of CPU time or saturate the local
network connection by sending garbage. That way, the agency has difficulties to
serve other agents. Having said that, an agency could just as well refuse to grant
resources to an agent which would cause the agent to fail. Introducing CPU-time-,
resource access- or network bandwidth limits can significantly reduce the threat of
denial of service attacks by agents.

e Data Confidentiality. In e-commerce applications for example, confidential data is
transmitted over the network. This data is part of the internal state of an agent.
Counter measures, such as encryption, have to be taken to prevent the theft of such
information.

e Social Engineering. A compromised agent platform could provide agents with in-
correct information. That way, the creator of the agent could be tricked into giving
away private information to a supposedly trustworthy agency.

An important mechanism to establish mutual trust is the introduction of certificates
for agents and agencies. Both parties could be signed using public key cryptography, which
permits to identify the other party unambiguously. Since agents change their internal state
at runtime, they have to be re-signed when they leave the platform.
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2.1.5 Agent Interoperability Standards

The idea of agent interoperability standards is to make agent systems from different ven-
dors compatible. To achieve this, common aspects such as agent transfer, class transfer
or agent communication need to be standardized.

Mobile Agent System Interoperability Facility — M ASIF

The Mobile Agent System Interoperability Facility (MASIF) is closely related to the Com-
mon Object Request Broker Architecture (CORBA) [PPW02]. Both standards are defined
and maintained by the Object Management Group (OMG!). The core component of every
CORBA, and hence MASIF, compliant system is the Object Request Broker (ORB). The
ORB handles all requests of clients. When a client object performs a remote call, it is
unaware of the real location of the destination object. The ORB will look up the location
of the called object and forward the call to it. ORBs communicate by using the Internet
Inter ORB Protocol (IIOP). The IIOP is also standardized by the OMG which therefore
enables interoperability of ORBs from different vendors.

MASIF is designed as a CORBAfacility and makes use of CORBAservices. COR-
BAservices offer basic services such as naming, object lifecycle management and object
persistence. The term CORBAfacilities sums up application specific services. Figure 2.1
presents the components of a CORBA/MASIF setup and shows their relationship. The
MASIF agent system provides the environment for creating, executing, migrating and de-
stroying agents. An agent system can be divided into places and agents can be assigned
to a specific place within the system. Multiple agent systems form regions.

MASIF is focused on the interoperability of agent platforms, but does not cover the
issue of the programming language. It only ensures that agents, that have been developed
for one agent platform, can also exist in another MASIF compliant agent platform if both
platforms were developed using the same programming language. The following topics are
addressed by the MASIF specification:

e Agent Management. A set of management functions that allow a system adminis-
trator to create, suspend or terminate agents is defined. Agent management should
work the same way regardless of the platform vendor.

e Agent Transfer. Agents should be able to travel from one platform to another, no
matter who designed and developed the system. Related to agent transfer is class
transfer. To make agent interoperability possible, mechanisms have to be defined of
how to find and fetch classes required to restore agents after migration. This MASIF
service can be implemented using the CORBA lifecycle management facility.

o Agent and Agent System Names. To be able to locate agents or to execute ad-
ministrative commands involving agents, a mechanism is required to assign globally
unique names to agents and agent systems. The CORBA naming service already
provides such a mechanism.

'Object Management Group (OMG) website: http://www.omg.org/
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Figure 2.1: The MASIF agent systems are defined as CORBAfacilites. The MASIF stan-
dard makes use of standard CORBA services such as naming or lifecycle management.

Technically, the MASIF standard defines interfaces that allow agents and agent plat-
forms to interact in a standardized way. The MAFFinder interface specifies a registry
facility with operations including the (un-)registration of agents and agent systems, or the
lookup of agents. MAFAgentSystem defines operations relevant to agent systems such as
creating, suspending, receiving or terminating agents.

Foundation for Intelligent Physical Agents — FIPA

The Foundation for Intelligent Physical Agents (FIPA2) is an organization focused on
developing standards for agent interoperability [PPW02]. The term physical in its name
is misleading: when FIPA was founded, one of its goals was not only to develop software
agents but also hardware agents, such as robots. Over time, the objectives have changed
and FIPA is now entirely dedicated to software agents.

Having agent systems from multiple vendors, means that there must be an agreement
of how these systems can inter-operate. The core topics covered by the FIPA standards are
agent management, agent naming and lookup, and agent communication. The AgentMan-
agement System (AMS), as defined by FIPA, provides basic functionality such as agent
creation and deletion. It also maintains a directory of all agents currently executed on
the system (white pages). The Directory Facilitator is a lookup service for agents (yellow
pages). Agents can register themselves with the Directory Facilitator or search for ser-

*Foundation for Intelligent Physical Agents (FIPA) website: http://wuw.fipa.org


http://www.fipa.org

CHAPTER 2. BACKGROUND 16

vices provided by other agents. Within a platform, agents interact using a vendor specific
protocol, not specified by FIPA. For communication between agents of different platforms,
Agent Communication Channels (ACC) are defined. The protocol used by the agents to
communicate is called an Agent Communication Language (ACL). Resource management
is done by the Agent Resource Broker. Figure 2.2 shows the components of a FIPA agent

platform.

agent platform
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Agent Management Directory Agent Agent Agent
System Facilitator Resource Communication Communication
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Figure 2.2: The FIPA agents platform with its components and communication paths.

In contrast to MASIF, FIPA tries to specify the entire agent infrastructure including
agent communication. Agent mobility is supported by FIPA, but it is not as important
as in MASIF. Both standards define an agent platform with its basic operations. The
directory facilitator of FIPA is the equivalent to the MAFFinder in MASIF. Both define
a service for agent lookup. The agent communication channel used by FIPA for inter
platform communication can be compared to the object request broker of MASIF/CORBA
systems. Because of the similarities of the two standards, OMG and FIPA decided to
coordinate their efforts [PPWO02].

2.1.6 Advantages and Disadvantages of Mobile Agents

As every other technical system, mobile agents have a number of advantages and disad-
vantages [LO99, Jen99, Vig04]. This section discusses both of those aspects.

@ Network Load. This is one of the most often mentioned benefits of mobile agents.
When processing large amounts of data, such as results of database queries, it might
be highly inefficient to transfer all the data over the network, especially if the agent
only needs to extract and aggregate certain elements. It is much more efficient to
transfer the agent to the remote location, let it do the data processing there, and
then return with the results to its host of origin.

@ Network Latency. Especially in large networks latency becomes an issue in the field
of real time applications. Instead of a central control station that sends commands
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to clients periodically, those command sequences can be integrated into an agent.
An agent instance is created by the control station, and is then sent to the client
where it starts its operation. Since the agent containing the control information now
is located directly at the client system, network latency is not of further concern.

@ Autonomous Ezrecution. Since it is the nature of agents to act on their own, this
opens up a number of different applications. A user is able to express a certain task
which he hands to an agent for processing. The agent now works on its own to meet
the targets without further interaction with the user. It is even possible for a user to
disconnect from the network and collect the results the agent came up with at a later
point. This feature is especially of interest for wireless applications with expensive
or low quality network connections.

@ Fault Tolerance. Mobile agents are not bound to a specific host. In case the host,
an agent is running on has to be shut down due to some external event, the agent
can move to another host and resume its operation there. This assumes that there
is time to forewarn the agent ahead of the event.

© Unpredictability. By acting more or less on their own, the behavior of agents can
be difficult to predict. It is the task of the agent developer to balance the proactive
and reactive aspects of an agent. Being too reactive for example, combined with
a highly dynamic environment, could lead to executing irrelevant tasks by reacting
to every minor event. Generally it is nearly impossible to do any prediction about
timing, migration or interaction patterns.

© Qwverhead. Especially in small setups the usage of agents is not always an advantage
over well proven concepts. The agency has to be running on every node of system,
requiring a certain amount of system resources, which is of special concern on low end
systems. If agents are used only to exchange a limited number of messages, without
the need to migrate between hosts, a more light weight peer-to-peer or client/server
model might be better.

© Bad Performance. Although agent literature often claims the contrary, in many
situations agents do not perform well. The advantage of lower network traffic is
often more than compensated by the amount of data that needs to be transferred
during agent migration.

© Difficult Testing and Debugging. Mutli-threaded, distributed software is hard to
debug. Adding the mobility aspect pushes the complexity even further.

© Missing Practical Fxperience. Although the concept of agents has been known for
more than a decade, it still lacks wide scale adoption. This results in missing practical
experience compared to other, traditional, types of software engineering.

2.2 Java in Embedded Environments

Although the capabilities of embedded systems continuously increase, they are still limited
in terms of computing power compared to general purpose computers. In addition to
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that, other limitations regarding available memory, communication facilities and power
consumption have to be dealt with. Therefore, a mobile agent system, deployed on an
embedded device has to be as lightweight as possible. The same is true of the programming
language and runtime environment, which is used for development.

For mobile agent applications, the Java programming language has become one of the
most popular platforms for a number of reasons. Java code is not compiled to native
machine code but to an intermediate code, also known as byte code. This byte code
is executed on a virtual machine, called the Java virtual machine (JVM). This allows
the deployment of Java applications on every hardware platform and operating system,
a JVM is available for. The Java byte code is either interpreted by the virtual machine
or compiled to native code using a just-in-time (JIT) compiler. Other aspects that make
Java suitable for mobile agent applications are its fully object oriented nature, built in
serialization and networking capabilities, and its overall ease of use.

The object serialization of Java defines the process of converting the internal state of an
object into a byte or string representation. This serialized object can be transferred over
the network, or written to some permanent storage. The reconstruction of the object from
its serialized form is known as object de-serialization. In contrast to other programming
languages, Java does not require the developer to write serialization and de-serialization
code for every class. Object serialization is a standard feature of the Java platform and
can be used for agent migration.

2.2.1 Java 2 Micro Edition

The Java 2 Standard Edition (J2SE) is typically too large and resource consuming for
embedded devices. For this reason the Java 2 Micro Edition (J2ME) was developed with
small, low-resource devices in mind [Ort04].

J2SE CDC

Figure 2.3: Relationship between the Java 2 Standard Edition (J2SE) and the Java 2 Micro
Edition (J2ME) in its two flavors: Connected Limited Device Configuration (CLDC) and
Connected Device Configuration (CDC).

The basic building blocks of the J2ME are called configurations. Configurations consist
of a virtual machine and a set of core classes surrounding it. There are two different
configurations available:
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e Connected Limited Device Configuration (CLDC). This configuration is intended for
low power devices with slow, non-permanent network connections. It offers a small
memory footprint and is designed for slow CPUs.

e Connected Device Configuration (CDC). This configuration is designed for more
powerful devices such as Personal Digital Assistants (PDAs). As shown in figure
2.3, the CDC is a super set of CLDC.

Both, the CLDC and the CDC virtual machines, do not have a just-in-time compiler,
but use an interpreter. On top of the configurations there are so called profiles. These
profiles are extension packages that provide additional functionality known from the J2SE
class library. For the CLDC, there are two profiles available (see figure 2.4). The first one
is called mobile device information profile (MIDP) and is targeted towards devices with
graphical user interfaces. The second one is the information module profile (IMP) and is
a subset of MIDP that omits the graphical elements.

A major drawback of the CLDC is the lack of serialization and reflections support, and
the missing Java Native Interface (JNI). The JNI is used to make functions of the under-
lying system available to Java applications. Object serialization can also be done by hand
[Gig02], but this means that the application developer would have to write serialization
code for every class, whose instances are transmitted over the network. This renders the
CLDC inapplicable for mobile agent applications.

Q Optional Packages )
Mobile Device

Information Profile

Basic Profile

Personal Basic
Profile

Information
Module Profile

Foundation Profile

Connected Limited Device Connected Device
Configuration (CLDC) Configuration (CDC)

Figure 2.4: The profiles for the Connected Device Configuration (CDC) and the Connected
Limited Device Configuration (CLDC).

For the connected device configuration, there are three profiles available (see figure
2.4). The basic one is called the foundation profile (FP). It includes many of the features
supported by the Java 2 Standard Edition including the reflection and serialization APIs
as well as JNI support [Sun01]. However, it does not include the Advanced Windowing
Toolkit (AWT) or other GUI components. Basic AWT support is added by the personal
basic profile (PBP) running on top of the foundation profile. A further extension is the
basic profile (BP), which adds additional GUI components.
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Finally, there is a number of optional packages available, to add functionality not
found in any of the profiles. Among those add-ons there are a bluetooth package, a
wireless messaging API as well as Remote Method Invocation (RMI) and database access
APIs.

2.2.2 JamaicaVM - Ahead of Time Compilation

Most Java virtual machines either interpret the Java byte code or use a just-in-time com-
piler to compile the byte code to native code at execution time. JITs not necessarily
compile the entire program, but only those parts frequently executed.

Another approach is ahead of time compilation. This approach is taken by the commer-
cial JamaicaVM [Aic04] from Aicas GmbH. JamaicaVM is especially targeted at real time
and embedded systems. As other VMs, also JamaicVM has an integrated interpreter that
is optimized for performance. A JIT compiler is not applicable for realtime systems since
it introduced unpredictable delays for the just-in-time compilation process. JamaicaVM
solves this problem by ahead of time (AOT) compilation of performance critical code. It
generates intermediate C-code from the Java byte code, which is then compiled for the
target platform. Java byte code is relatively small compared to native compiled code. For
embedded systems not only performance and real time constraints are important, but also
the size of resulting executable. To reduce the size of the executable, JamaicaVM is able
to mix interpreted code and pre-compiled code. The JamaicaVM documentation claims
that already the ahead of time compilation of a relatively small percentage of the code, can
result in execution times comparable to those of hundred percent native compiled code.

To decide which parts of the code should be compiled using AOT compilation, Ja-
maicaVM provides a profiling mechanism. The application is first compiled in a special
profiling mode. The resulting application is the executed and a profiling log is generated.
The profiling data contains information which functions are called frequently and how
much execution time is consumed by the individual parts of the application. In a second
compiler run, this information is used to generate an optimized executable. Parts of the
application that have proven to be performance critical during profiling, are compiled us-
ing the AOT compiler. Other parts of the application will be interpreted. The user is able
to specify the percentage of the code that should be compiled ahead of time. The higher
this percentage is, the larger the resulting executable file will be. A complete ahead of time
compilation of the entire application is not required. Already relatively small percentages
of AOT compiled code result in a significant speed up of the application, while the size of
the executable remains small. The Jamaica build process is presented in figure 2.5.

JamaicaVM not only tries to address performance issues of embedded systems, but also
is designed with real time applications in mind. The biggest problem of Java applications in
realtime environment is the automatic garbage collection mechanism of Java. Periodically,
memory that is not referenced by the application program is detected and freed. The
freed memory blocks are then compacted to avoid fragmentation of the heap memory.
The garbage collector is usually implemented as thread of its own, blocking all threads
of the user’s application while the garbage collection is running. This is problematic
for realtime application since it cannot be predicted when the garbage collector becomes
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Figure 2.5: The JamaicaVM builder generates intermediate C source code from Java byte
code. The C code is then compiled to native code.

active and for how long it will block the application threads. To overcome this problem,
the Real-Time Specification for Java (RTSJ) was defined. RTSJ introduces threads that
cannot be preempted by the garbage collector because they are given a higher priority.
Those realtime threads cannot allocate objects on the normal heap. This complicates
the communication between realtime threads and normal threads. JamaicaVM does not
require the distinction of realtime and non realtime threads [Hol04]. The activation of the
JamaicaVM garbage collector is predictable. The JamaicaVM garbage collector is always
preemptable by other threads.

2.2.3 Free Java Environments

In addition to the official Java environments, provided by SUN Microsystems, and other
commercial implementations such as JamaicaVM, there is a number of open source Java
environments. While many of them are experimental projects or implement only a sub-
set of the virtual machine specification, some implementations are mature enough to be
considered as an option for embedded systems. The most promising free Java virtual
machines are:

e JamVm [Lou] is developed by Robert Lougher and provides an interpreter for Pow-
erPC, Intel x86 and the ARM architecture. The ARM architecture is supported in
little and big endian versions.

e Kaffe [Kaf] is a clean room implementation of the Java virtual machine. It was
originally developed as a commercial product but was released to the open source
community when the company was closed down in 2002. Kaffe offers a just-in-time
compiler and an interpreter for many operating systems and hardware architectures.
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For the XSclae big endian architecture, as used in the SmartCam project, only the
interpreter is available.

e SableVm [Sab| originates from a Ph.D. research project. It offers an interpreter
for Intel x86, PowerPC, Alpha, Sparc, ARM and other hardware architectures. A
just-in-time compiler, SableJIT, is currently in development.

A complete java environment not only requires a virtual machine, but also an accom-
panying class library. An open source implementation of this library is provided by the
GNU Classpath project [GNUJ.

2.3 Load Distribution

Load distribution tries to improve the performance of a system by transferring tasks from
heavily loaded machines to those that are idle or lightly loaded [SKS92]. The goal is
to achieve better response times and resource utilization of the overall system. After
discussing the requirements for load distribution in section 2.3.1, the different types and
levels of load distribution are presented. Section 2.3.4 provides an outline of the elements
of dynamic load distribution systems.

2.3.1 Requirements for Load Distribution

A fundamental requirement for load distribution is the divisibility of a given problem into
a number of sub problems, that can be executed in parallel on different execution units.
The lowest granularity level is represented by an instruction. Instruction based parallelism
can be exploited in tightly coupled systems and involves the scheduler of the operating
system. Load distribution in user space typically deals with more coarse mechanisms. A
well-known concept is the Remote Procedure Call (RPC) paradigm. It allows a proce-
dure to be executed on a remote machine, thereby reducing the workload of the calling
machine. Process parallelism represents the coarsest form of parallelism. It deals with
entire processes that are loosely coupled, or independent of one another. These processes
can be assigned to different machines for execution. For communication, message passing
mechanisms can be employed. The level of granularity for task decomposition depends on
the architecture of the system and the problem to be solved. Not every problem is well
suited to be divided into smaller portions. In addition to that, load distribution becomes
more complicated the smaller the granularity gets. Hence, many load distribution systems
use entire processes as smallest distributable units.

2.3.2 Types of Load Distribution
Load distribution mechanisms can be, as show in figure 2.6, divided into two main groups:

e Static Load Distribution allocates tasks to specific machines already at design time.
It requires a priori knowledge about available system resources, as well as processing
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Figure 2.6: Load distribution can be divided into static and dynamic load distribution.
Dynamic load distribution relies on a number of mechanisms and policies defining the
behavior of the system.

Selection

time and resource requirements of all tasks. This information can be obtained by
task profiling or analyzing critical paths of execution. Runtime load changes caused
by processes which are not under control of the load distribution system or outside
events, cannot be dealt with.

e Dynamic Load Distribution is done at runtime by monitoring the current state of
the system and distributing tasks accordingly. Thus, unpredictable events and load
changes are taken into account. This allows a better utilization of the available
resources. An extension of dynamic load distribution is adaptive load distribution.
It provides the mechanisms to modify the distribution policies depending on the
current state of the system. A policy that is working well for low and medium
loaded systems might not be equally well suited for systems with higher load.

For large systems, it is not practicable to use static load distribution. As soon as the
system involves dynamic, unpredictable creation and addition of processes, or processes
with requirements not known in advance, dynamic load distribution mechanisms are re-
quired. The following sections will focus on aspects related to dynamic load distribution.

2.3.3 Levels of Load Distribution

Load distribution cannot only be divided into static or dynamic load distribution, but also
the level of load distribution can vary. A common classification splits load distribution
into load sharing and load balancing. Load sharing denotes the distribution of load among
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a number of machines. No statement is given about the load levels of individual machines.
Load balancing is described as the effort to distribute load evenly among all participating
machines.

Load Distribution

Load Sharing Load Leveling Load Balancing

>

coarse <distribution level> fine

Figure 2.7: Relationship between Load Distribution, Load Sharing and Load Leveling and
Load Balancing.

[Bub96] presents more restrictive definitions of load sharing and load balancing and
introduces a third type, namely load leveling (see figure 2.7). The following definitions
will be used throughout this thesis:

e Load Sharing requires that only idle machines are considered in the process of load
distribution. If a machine is already executing a task, no other task will be assigned
to it.

e Load Leveling not only utilizes idle machines for task assignment. The goal is to
avoid overload situations on all machines of the cluster, while utilizing the available
resources more efficiently than with load sharing. Load leveling is done periodically.

e Load Balancing seeks to evenly distribute the load among all machines of the system.
It is evident that the load can hardly be totally equal on every machine. A certain
range for the load to be in, is defined. In contrast to load leveling, load balancing is
done continuously until the load on all machines is within this predefined range.

2.3.4 Dynamic Load Distribution

To decide if a task, running on a particular machine, should be transferred to some other
machine of the system, dynamic load distribution considers the current state of the overall
system. This allows a better utilization of system resources, since short term load fluctu-
ations can be considered. In addition to that, the number and types of tasks do not have
to be known at design time. In contrast do static load distribution, additional overhead is
introduced for gathering and analyzing status information of the participating machines.

In literature, several core components of dynamic load distribution systems have been
identified [RH00, CWDO02, SKS92]. The information gathering component is responsible
for obtaining and distributing load information. The process of selecting a suitable task to
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be moved to another machine, and the choice of an adequate new location for the task are
triggered by an activation policy. For the movement of the tasks, some form of transfer
mechanism is required.

This classification is refined and extended in [Bub96]. The identified building blocks
of dynamic load distribution systems are depicted in figure 2.6. Load distribution policies
specify (1) how and when load distribution mechanisms are activated, (2) how a suitable
candidate to be moved to a remote machine is selected, and (3) how this remote location
is determined. Load distribution mechanisms provide facilities that allow the (4) transfer
of tasks from one machine to another. To be able to measure load, (5) a load metric has to
be implemented and the measured values have to be (6) communicated to all participating
machines. These policies and mechanisms will be explained in the following sections.

Activation Policy

With dynamic load distribution, the state of the system is continuously monitored. Based
on this information, a decision has to be made when to start the selection of suitable
candidates and their new location. A typical implementation of such a mechanism is a
threshold value. When the load of a machine reaches this value, it starts to offload work to
remote machines. The definition of a lower bound can be used to trigger receiver initiated
load distribution where an underloaded machine tries to relieve overloaded machines by
taking over some of their tasks. A combination of one or more different thresholds can be
used to implement an adaptive system behavior [SKS92].

Computing power of workstations and of personal computers has greatly increased
over the past years. These machines typically spend a great deal of their time being idle.
A number of efforts, such as [SGB01] and [DHO02], try to take advantage of these unused
resources. The success of such Networks of Workstations (NOWSs) highly depends on the
acceptance and participation of the owner of the individual machines. For these reasons,
machines only take part in load distribution when they are idle. As soon as the owner of
the machine starts to use it again, all foreign work has to be removed again. This policy
is know as ownership policy.

Candidate Selection Policy

The selection of a suitable candidate to be executed on a remote machine is a central aspect
of load distribution systems. A simple approach, which does not require any knowledge
about the behavior of tasks is random selection. This assumes, that all tasks are equally
well suited to be executed on a remote machine. In a typical system, there are tasks that
cannot be moved to any other machine since they require access to local resources, such as
hardware components of the local machine. Other tasks can, but should not be moved to
another machine, since this would result in significant additional overhead. An example
for this class of tasks are those communicating a lot with local objects. If such a task
is moved to a remote machine, the communication is done over the network instead of
locally. To choose a suitable candidate for remote execution, knowledge about the task,
its requirements and its behavior is required. Such knowledge can be available statically



CHAPTER 2. BACKGROUND 26

or gathered dynamically. Static information has to be collected at design time of a task
and stored in a database. This information is then used by the system at runtime to
select a suitable candidate for remote execution. If providing static information about
tasks is not practical, it has to be gathered at runtime. To obtain this type of dynamic
information, the behavior and resource requirements of a task have to be monitored while
it is executing. For the initial placement of a new task, static information has to be used.
If no static information is available, random placement can be used. After the task has
been monitored for some time, it can be transferred to a more suitable machine.

Another aspect to be considered is, by whom a suitable candidate is selected. One
approach is a central decision maker that is aware of all machines and the tasks run-
ning on them. This central station can then decide if a task should be transferred from
one machine to another. Having one station with a complete view of the entire system,
makes distribution of load easier while introducing a potential single point of failure. To
overcome this problem, a more distributed selection mechanism can be used, where every
machine decides on its own which task should be transferred. An even further decentral-
ized mechanism allows the tasks themselves to choose if they want to move to another
machine.

Location Selection Policy

The location selection policy is responsible for the selection of a suitable new location, for a
selected candidate to be moved to. Different types of location policies can be distinguished
by the component that initiates the location selection.

e Sender initiated location selection is triggered by the activation policy. A machine
experiencing a high load situation decides to offload a task to another, lighter loaded
machine. After having selected an appropriate task, a suitable target system has to
be found. This is based upon the load information from the load communication
mechanism. After a new location for the task was found, it is transferred and resumes
its execution at the new host.

e Receiver initiated location selection is the counterpart to sender initiated location
selection. Finding a suitable new location for a node can involve a number of compu-
tations as well as remote communication. If a system, as described in sender initiated
location selection, is already experiencing a high load situation, the additional load
generated by location selection might not be acceptable. Receiver initiated location
selection presents an alternative to overcome this problem. In such a setup, an un-
derloaded machine tries to find an overloaded machine. If such a machine is found,
the candidate selection policy of the overloaded machine can select a task which is
then moved to the underloaded machine.

o Symmetrically initiated location selection tries to combine the advantages of both,
the sender and receiver initiated location selection. For low load situations of the
overall system, the sender initiated way is more effective since the number of nodes
with low load is higher. It will not take long to find a suitable machine as a target
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for the transfer. For a high overall load, the receiver initiated approach is more
successful because there are more machines that potentially want to offload a task.

A possible implementation of a symmetric location selection policy is presented in
[SKS92]. Instead of using a single upper threshold for the activation policy, two
different thresholds are defined: a lower and an upper threshold. In case the load of
the system drops below the lower threshold, the receiver initiated location selection
is used. If the upper threshold is exceeded, the sender initiated location selection is
activated.

o (Centrally initiated location selection is based on a central machine that selects an
overloaded source and an underloaded destination machine. The source machine
then selects a suitable candidate which is moved to the destination machine. The
advantage of a central dedicated machine for load selection is its complete knowl-
edge of the overall system state. Such an approach can easily be combined with a
centralized load communication mechanism. The disadvantage is that the central
machine not only forms a potential performance bottleneck but also a single point
of failure.

Transfer Mechanism

Two fundamentally different approaches can be identified depending on when load is dis-
tributed: initial placement of tasks and task transfer. Initial placement takes place before
the execution of a task is started. A suitable machine for the task is chosen by the location
selection policy. Then the task is transferred to this machine and its execution is started.
The task remains on the same machine until it is completed. If the system supports the
transfer of tasks, it is possible to suspend the execution of a task and move it to another
machine where its execution is resumed. This allows the load distribution system to react
to changing resource requirements of a task or load changes of the hosting machine. To
implement task transfer, a number of existing technologies can be used:

e Remote Procedure Call (RPC) represents a mechanism that allows the client machine
to execute procedures on a remote machine. The name of the procedure to be called,
along with all required parameters is sent over the network. The Java programming
language provides a similar mechanism, called Remote Method Invocation (RMI).

o Web Services are functions that can be programmatically invoked over the Internet
[Rym03]. They can be seen as an advanced version of the RPC paradigm which
is designed to be used in web environments. The Simple Object Access Protocol
(SOAP) defines a mechanism to send XML messages to remote hosts. These mes-
sages contain a web service request. The web service infrastructure also provides a
description language for web services (Web Service Description Language — WSDL)
and a lookup service (Universal Description, Discovery and Integration — UDDI).
The key benefit of web services is their interoperability. Since all protocols make use
of XML, they can easily be implemented and deployed regardless of the operating
system or the programming language.
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e Common Object Request Broker Architecture (CORBA) [GT00] not only allows to
call remote procedures, but provides a distributed object architecture. In CORBA,
a client can obtain a stub of a remote object. It then can interact with this stub as
if it would directly interact with the object itself. All calls to the stub are forwarded
to the real object over the network. Interfaces of CORBA objects are described
using the Interface Description Language (IDL). The object stubs are generated
from this interface description using an IDL compiler. This way, clients written in
any programming language can access CORBA objects. The only requirement is
that an IDL compiler for the client programming language is available.

e Mobile Agents can be suspended and migrated to another host. At the destination,
the execution is resumed. This makes mobile agents very well suited for dynamic
load distribution.

Load Metric Mechanism

The load metric mechanism is one of the most important parts of a load distribution
system. Other components, such as candidate or location selection, directly depend on
the measured load values. But not only the measurement of load is important, but also
the question which system parameters are monitored. A common index for the load of a
system is the length of the CPU queue. Depending on the specific setup, other factors
such as memory utilization or network usage, can be taken into account.

Load Communication Mechanism

The purpose of load communication is to distribute the load information to all the other
machines that require this information for their location policy decisions. It is important,
that the information is reliably made available and without great delays. In addition to
that, network communication should be kept at a minimum.

e Polling is the most straight forward way to get information from a remote system.
A client, that is monitoring variables of a remote machine, periodically asks this
machine for the latest values. This can be implemented using remote procedure call
or simple messages. The drawback of polling is that a host has to repeatedly query
its counterpart. This can generate lots of needless network traffic if, for example,
the monitored variables rarely change their values.

e Broadcast represents the opposite of polling, because in broadcast systems the host
under surveillance plays the active role. Whenever a variable that is of interest to
other machines, changes its value, the host sends a message out on the network. Due
to the nature of broadcasts, every other node located on the same network is able
to pick up this message.

e Publisher/Subscriber is a mechanism to get specific information without periodic
polling or broadcasts. In the context of load monitoring, a host that makes its load
information available to the public is called publisher. Any other host interested
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in this information can contact the publisher and subscribe to a specific variable or
information. The publisher will now send an update to the subscriber whenever this
variable changes.

e (Central Collector is an approach where a specific machine collects the current load
information of all other machines. If a task is to be transferred to a remote machine,
the machine currently hosting the tasks contacts the central collector. The central
collector can now provide the enquirer with the current load information. In case the
enquirer also sends information about the transfer candidate to the central collector,
it can directly select a suitable destination. This represents a centralized location
selection policy.

2.4 Constraint Satisfaction Problems

Constraint Satisfaction Problems (CSPs) have their origin in artificial intelligence, but are
also applicable to other fields of computer science [Kum92]. The problem of assigning tasks
to computers, as done in load distribution, can be modeled as a constraint satisfaction
problem. This section will present the foundations of constraint satisfaction problems
followed by a discussion of fundamental strategies to solve them.

2.4.1 Definition of Constraint Satisfaction Problems

A constraint satisfaction problem is defined by three elements [RN03], [EETO01]:

e a finite set of variables X = {z1,z2,...,2,}.
e cach variable x; has a non-empty domain D; of possible values.

e a set of constraints C' = {ci,¢c2,...,¢,}. A constraint ¢; involves one or more
variables and defines feasible values for these variables. As an example for two
variables 1 and x9, a constraint can be given explicitly by enumerating all allowed
value combinations such as ¢ = {(a,b), (b,c)}. Another form of constraint is an
implicit constraint where the constraint is represented by a formula like x1 < xs.

An assignment of values to some or all variables is called a state of the problem. If the
assignment does not violate any constraint, the assignment is called consistent. A solution
of a constraint satisfaction problem is an assignment involving all variables, also called a
complete assignment, which is consistent.

Figure 2.8a shows an example of a constraint satisfaction problem as presented in
[EETO01]. Four areas should be colored using three different colors. Adjacent areas must
not have the same color. The formal definition of this constraint satisfaction problem is
presented in equations 2.1 to 2.3.

X = {xl,m,xg,m} (2.1)
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D; = {red, green, blue} (2.2)

C ={x1 # x2, 21 # x3, 1 # T4,22 # T3,T3 F T4} (2.3)

x4 °
X3 9 @

a) b)

x1

X2

Figure 2.8: (a) Assigning three different colors to x1, x2, x3 and x4 such that no adjacent
areas have the same color, is a CSP. (b) In the constraint graph, nodes represent variables
and arcs represent constraints.

A constraint satisfaction problem that only includes constraints, involving not more
than two variables, is called a binary constraint satisfaction problem. It can be modeled
as a graph where variables correspond to the nodes, and constraints are represented by the
arcs (figure 2.8b). Higher-order constraints can be reduced to binary constraints [Kum92].

2.4.2 Solving Constraint Satisfaction Problems

For solving a constraint satisfaction problem, a straight forward approach is called generate-
and-test. Every possible assignment of values to variables is generated systematically. A
solution is found, if the current assignment satisfies all constraints. If not all possible
solutions for the problem are required, the search can be stopped. Otherwise it has to
continue until all remaining combinations have been generated and tested. The number of
possible complete assignments is given by O(d"), where d denotes the maximum domain
size and n stands for the number of variables.

Backtracking

Backtracking algorithms provide a more efficient way to find solutions for constraint sat-
isfaction problems than simple generate-and-test. In backtracking, values are assigned to
variables sequentially. Whenever all variables involved in a constraint have been assigned
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a value, this partial assignment is checked for validity. If the partial assignment violates
a constraint, no further yet unassigned, variables will be assigned a value. Instead, the
algorithm goes back to the variable most recently assigned that still has alternatives left.
For this variable, another value is selected. Whenever backtracking is performed, a subset
of the solution-space is discarded, which would have needlessly been scanned, when using
generate-and-test. Nevertheless, the run-time complexity of simple backtracking is still
exponential for most non-trivial problems [Kum92].

To improve the performance of backtracking, the number of examined branches need
to be reduced. One way to reduce the number of visited branches relies on how the next
variable to be assigned, is chosen. The minimum remaining values heuristic suggests to
select that variable that offers the smallest set of remaining values. The idea is, that such
a variable will lead to failure faster than a variable with a lot of possible values. That
way the search space is reduced faster. Aside from sensibly selecting the next variable,
a careful selection of the next value to be assigned, can be benefiting. One way to do
this is known as the least constrained value heuristic. It selects this value that maximizes
the number of possible assignments for the following variables. The idea is that keeping
a broader choice of values for the following variables, will more likely result in finding a
solution earlier. If, however, all solutions of a CSP are required, the ordering of values
does not matter because all of them have to be examined. The same is true if no solutions
for the problem exist.

One of the problems of backtracking is thrashing, which means that the same reason
leads to failures in different parts of the search space. Node inconsistency can be one
cause for this type of failures. Node inconsistency results from unary constraints, which
are constraints that only involve one variable. To remove node inconsistencies, one has to
remove all values from the variable’s domain that do not satisfy the constraint. By this
preprocessing, also the unary constraint itself becomes obsolete.

Forward checking provides another mechanism to reduce the search space. Every time
a value is assigned to a variable x;, all, yet unassigned, variables that are related to x; by
some constraint, have to be checked. From the domains of these unassigned variables all
values are deleted that are in conflict with the value assigned to z;.

Arc inconsistency represents a form of thrashing that involves two variables z; and x;
that are related to one another by a binary constraint. x; is assigned some value z; = v. If
a binary constraint between z; and x; is defined in such a way that, after v was assigned
to x;, no value of D; is allowed for z;, this is called an arc inconsistency. The algorithm
will always fail for the same reason whenever x; is assigned the value v, and z; should
be assigned any value later on, no matter which other variables have been instantiated
in between. Arc (in)consistency is a directional property. Having an arc inconsistency
from x; to x; does not necessarily mean that the arc from x; to x; is inconsistent. Arc
inconsistencies can be removed in a preprocessing step: One has to check if for every value
for x; from D; exists a valid x; from D;. If no suitable element of D; is found, the value
of z; is removed from D;. This deletion does not affect the solution of the CSP since the
deleted value could not have been part of a complete solution.
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2.4.3 Distributed Constraint Satisfaction Problems

Distributed constraint satisfaction problems (DCSPs) are defined as CPSs, that involve
multiple software processes. [LHB93| describes different types of distribution for CSPs.
For wvariable-based distribution, each process, that solves a part of a CSP, is in charge
of one or more variables and their domains (figure 2.9). The process solves the local
CSP. In a next step it has to communicate its partial solution of the CSP to the other
processes, whose variables share constraints with the variables of the local process. The
communication and synchronization overhead required, can be very high for this type of
distribution.

Pl P2 P3

du da ds
ds dx ds
dss dx ds
Vl VZ VJ Vl VZ VS vl VZ Vs

Figure 2.9: Each process is in charge of one variable. (source: [LHB93])

Domain based distribution divides the original problem by its domain. In figure 2.10
the domain of variable V7 is divided into three sub domains, resulting in three independent
search spaces. Each of the three search spaces contains all three variables with V; set to a
different element of its domain. The value of V; is also called the root of the search space.
The DCSPs can now be solved independently of one another.

Pl P2 P3

du|du| ds dar| d da| ds
du|ds du| da|de da| ds
dss| d» das| do du| do| ds
Vl VZ v.‘i Vl VZ VS Vl Vz v3

Figure 2.10: The CSP is split into smaller CSPs by decomposing the domain of V; into
three sub domains. (source: [LHB93])

The approach of distributing a CSP by splitting its domain into sub domains, and
thereby generating several CSPs with a reduced search space, is versatile. It is not difficult
to implement and it can make use of large multiprocessor networks since only very little
communication is required.
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Related Work

This chapter presents a survey of the related work in the field of agent based load distri-
bution. It is followed by a summary of the approaches, where the problem of allocating
tasks to specific nodes was modeled as a constraint satisfaction problem.

3.1 Load Distribution

The migration capabilities of mobile agents make them especially useful for the imple-
mentation of load distribution systems. Tasks that are modeled as mobile agents can be
moved to any host at runtime. Not only the mobility of agents is of interest for load
distribution systems, but also inter-agent communication can be used for the monitoring
and communication of load information.

3.1.1 Resource Monitoring

An essential component of load distribution systems is the monitoring of the available sys-
tem resources. This information has to be collected on every machine, and then distributed
to all the other nodes of the system. In literature, a number of approaches based on mobile
agents as well as approaches that combine agent based on conventional technologies can
be found.

Load Monitoring and Communication Using Mobile Agents

[RHOO] presents a system for resource monitoring that makes use of stationary agents. On
every node of execution, an agent is located that gathers the local system state. When
selecting the new location for a task, the load status of all potential targets is required. To
get this information, the presented approach proposes, that every load monitoring agent
communicates with every other node of the system thru messages. That way, an agent
obtains a complete picture of the load status of the overall system. For larger setups the
agents can limit their search to hosts in their vicinity in order to reduce network traffic.
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The obtained information is stored in a local repository, also known as knowledge base,
used for decision making.

[CWDO02] proposes another approach that is using mobile agents for load monitoring
and load communication. An agent, also called Load Information Agent (LIA), is traveling
from host to host. On every node, this agent collects the local load information and adds
it to its internal list with a timestamp. In addition to that, the LIA leaves a copy of
its list on the current host before it moves on to the next one. This way, every host of
the system gets a snapshot of the global load and resource situation. The application of
such a LIA is of special interest, since it allows the preprocessing and aggregation of load
information before it is transmitted over the network. This can significantly help to reduce
the amount of bandwidth required for load communication. A potential disadvantage is
that the snapshot of the global load and resource situation might not be accurate if the
machine has not been recently visited by the LIA.

Combined Approaches

For network monitoring [LKP99], or the monitoring of network connected systems, it is
often favorable to deploy agents in a hierarchical fashion, since this typically fits existing
network topologies, such as networks split into sub-nets. To reduce the overall agent
count, multiple entities to be monitored, can be assigned to an agent instead of deploying
one agent per entity. Depending on the type of device, the agent can either migrate to
the device to obtain current load information or poll the device. Using the conventional
technology of polling is useful if a given device is not running an agency, but offers other
monitoring facilities, such as a Simple Network Management Protocol (SNMP) interface
[RB02]. The agent can then aggregate the information of all its monitored objects, and
pass it upward when being polled by an agent in an upper level of the hierarchy, or by
some kind of subscription based mechanism.

3.1.2 Mobile Agent Based Load Distribution

Not all work in the field of load distribution using agents deals with the load of the machine
hosting the agent. [SSCJ98| focuses on the load of an agent, in contrast to the load of the
machine the agent is running on. An agent might be overloaded by its duties while the
machine it is executed on, still has free resources. Therefore, agent cloning, either locally
or remote, is proposed to overcome this problem. If an agent is overloaded, the following
two options exist: (1) Agents are seen as computation units, that can perform one or more
tasks. To reduce the load of an agent, sub tasks can be assigned to agents with lower load.
(2) Creating a clone of the original agent helps to distribute the load. The clone can be
created on the local machine or on a remote host. The mechanism of agent migration is
described to be a subset of agent cloning: if an agent was cloned on a remote host and the
original agent dies, this can be seen as agent migration. Cloning of agents will not help
resolving high load situations, if the problem the original agent is working on cannot be
decomposed into sub-problems.
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Exploiting agent mobility, [CWDO02] describes a framework for load sharing in web
server groups. Three different types of agents form the core of the proposal:

e The Server Module Agent (SMA) is a stationary agent that is executed on every
server. It handles incoming requests from clients. In case the server gets overloaded,
the server module agent selects one ore more tasks to be re-located to other hosts.
To determine if a server is overloaded, a static or dynamic threshold is used. The
selection of the new location of a task and its migration is done by the job dispatching
agent.

e The Job Dispatching Agent (JDA) is a mobile agent that determines the target
host for a task using the information provided by the load information agent. The
job dispatching agent then migrates to the target host on behalf of the actual task
to be migrated. At the target host, the JDA either gets the acknowledgment for
the resources the actual task requires, or not. Since distributed systems might
show high load fluctuations, it is possible that the target host is no longer able to
satisfy the resource requirements of the task. In such a case, the JDA picks a new
destination host to move to. This process is repeated until the JDA manages to get
an acknowledgment for the resources required by the task to be migrated. At this
point, the actual task is finally migrated to the target host.

e The Load Information Agent (LIA) was already described earlier in this section. It
provides every host with a local snapshot of the global load situation. The JDA uses
this local information for its migration decisions, without the need to query a central
server or poll all the nodes of the system. For large networks multiple, cooperating
LIAs can be deployed.

[DHO2] presents a load distribution mechanism using mobile agents where an agent is
continually circulating through the network. Similar to the LIA proposed in [CWDO02], it
collects data about the current load situation, on every machine it visits. Based on this
information and the knowledge about previously visited machines, the agent can decide to
migrate a task of its current host to another machine. All load distribution mechanisms
are modeled within this single agent.

Today’s computers spend a lot of their time in idle mode. The While You’re Away
system presented in [SGBO1] tries to make use of these resources and introduces the
notion of roaming computations. Such roaming computations are mobile agents, which
are submitted to a central coordinator machine, which then distributes the agents among
currently idle workstations. Whenever the owner of a workstation starts to use it himself,
the roaming computation agent is stopped and returns to the coordinator machine. To
be able to smoothly stop and resume the execution of agents, strong migration techniques
based upon a modified Java virtual machine are used.

3.1.3 Load Distribution as Constraint Satisfaction Problems

A wide range of problems can be modeled as constraint satisfaction problems. The field
of applications ranges from computer vision and graph problems to scheduling problems.
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Also the problem of allocating tasks to nodes of execution can be modeled as a constraint
satisfaction problem. Not much literature can be found on this specific topic.

In [FF99], constraint satisfaction techniques are applied to resource allocation in net-
works. Networks consist of nodes, such as routers, gateways and servers, and connections
between the nodes, the links. Links are characterized by their available bandwidth. The
network must fulfill the communication needs of users, called demands. The network must
satisfy these demands by allocating a connection to each demand. This problem can be
mapped to a CSP as follows: the variables of the CSP are the demands of the users. The
domain of each variable is the set of all routes between the endpoints of the demand.
The constraints are modeled in such a way that the capacity of a link is not exceeded by
the demands. While the formulation of the CSP is relatively simple, measures must be
found to deal with the complexity of the problem. The graph of a network can not only
be complete, where each node has a link to every other node of the network, but even
multiple links between two nodes are not uncommon. Hence, the main part of the work
deals with measures that help to reduce the complexity of the problem.

3.2 Mobile Agents in Embedded Environments

The idea of deploying agents on embedded environments is not new. While the autonomy
of agents is an important aspect, many of the existing implementations use stationary
agents instead of mobile agents [Vrb04, OTMO03]. By design, stationary agents are lim-
ited to message passing for interaction with other agents. Representatives of this class of
agent systems are the ”Lightweight Extensible Agent Platform” [LEA05] and CougaarME
[Cou02]. Both of them are designed to run with the ”Connected Limited Device Configu-
ration” of the Java 2 Micro Edition.

[OTMO3] describes the implementation of agents, called Very Lightweight Agents, that
run on digital signal processors. In this project, the agents are used for data acquisition
and system monitoring in a sensor network. The agents are stationary, they can be reactive
or proactive and communicate using messages. The agents are written in C or assembly
and are designed to consume as little resources as possible.



Chapter 4

The SmartCam Project

The aim of the SmartCam project is the development of a next generation traffic surveil-
lance platform [RBB*04,BRS04,Bra05]. In contrast to existing video surveillance systems,
the SmartCam project tries to do all the data processing directly on the cameras. Surveil-
lance systems of the first and second generation employ analog cameras to capture the
observed scene. The video data is transmitted to a central backend system where it is
digitized and analyzed. Third generation surveillance systems use digital cameras that
feature on-board video compression. The video data is then transmitted digitally to the
backend system. Smart cameras, as developed in the SmartCam project, take this concept
one step further. They not only capture and transmit the video data digitally, but also
do realtime on-board video analysis. Advantages of the distributed approach are reduced
network utilization, enhanced fault tolerance by omitting a central point of failure, and
greater flexibility.

The following sections present a general view of the SmartCam project, the hardware
and software architecture, and the video surveillance tasks.

4.1 Hardware Architecture

The SmartCam system has a multiprocessor architecture. The main processor is responsi-
ble for communication with the outside and for system management. For video processing
and analysis, additional high speed processors are used.

The prototype platform (figure 4.1) is based on an Intel IXDP425 development board
equipped with an XScale CPU running at 533MHz, 256MB of SDRAM memory, 16MB
flash memory, two integrated 100Mbit ethernet interfaces and an ADSL interface. An
additional GPRS (general packet radio services) module, connected via one of the two
available high speed serial ports, allows for wireless communication. The system can carry
up to four PCI add-on boards. The prototype is equipped with two Network Video De-
velopment Kits (NVDK) from ATEME. Both boards are equipped with a TMS320C6416
digital signal processor (DSP) from Texas Instruments, operating at 600MHz and provid-
ing 4800 MIPS. Each DSP features 1MB of internal memory and 264MB of local memory
organized in two banks. One of the DSPs is connected to a CMOS image sensor and
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is therefore responsible for the acquisition of the raw images. Figure 4.2 presents the
architecture of the system.

LM9618

NVDK
NVDK

Figure 4.1: The SmartCam prototype.

Video encoding, processing and analysis are entirely done on the digital signal proces-
sors. The DSPs are able to communicate with each other as well as with the IXDP425 via
the PCI bus. The IXDP425 platform controls the PCI communication of the DSPs.

4.2 Software Architecture

The software architecture of the SmartCam can be divided into two parts: The first part
are programs executed on the DSPs, while the second part are applications executed on the
XScale platform. For both sides, software frameworks have been developed providing basic
functionality. One of the main services of the DSP framework is dynamic loading. It allows
software components to be downloaded to, and unloaded from the DSPs at runtime. The
DSP framework also manages and monitors the resources of the DSPs. Status information
is made available to the SmartCam framework running on the XScale platform.

On the IXDP425 platform, a custom built GNU /Linux distribution [Win04] based on
Kernel 2.6.x is used. A kernel module [W&c04] was developed providing communication
facilities for the DSPs using the PCI bus. The kernel module and an additional user space
DSP access library (DSPLib), allow applications running under Linux to interact with
DSP programs by using messages. Also loading and unloading of DSP applications from
user-space is handled by the the DSPIlib and the kernel module. For basic interaction with
the DSPs, a set of command line applications are available.
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On the GNU/Linux operating system, a Java environment is available that runs a
mobile agent system. Every task that is executed on one of the DSPs; is represented by a
mobile agent on the XScale side. This provides control over the DSP applications and their
allocation to DSPs. To be able to communicate with the DSPs, the agent environment
relies on the services provided by the SmartCam framework. Figure 4.2 provides an general
view of the software layers on the XScale platform.
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Mobile Agent System

| SmartCam Framework
DSPIlib and User Space Tools

Java Runtime
Environment

custom Linux distribution

DSP K M |
| SP Kermel Module GNU/Linux Kernel 2.6.x
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I (outside communication)
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I multiple DSPs I

Figure 4.2: The SmartCam prototype is composed of an IXDP425 base board running
Linux. Multiple DSPs are attached via the PCI bus. Hardware components are depicted
in grey, software components in white.

4.3 Surveillance System Architecture

To be able to monitor a highway segment or a tunnel, multiple cameras are required. As
with all embedded systems where low power consumption is important, also the Smart-
Cam is limited in its resources. Having multiple cameras, presents the possibility of not
executing all tasks on every camera, but to distribute a set of tasks among a group of
cameras. Such groups are referred to as clusters. Clusters represent a logical grouping
that is not predetermined by network topology or similar constraints. One camera can
belong to one or more clusters. Every cluster is assigned a set of tasks. These tasks are
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then allocated to the nodes of the cluster without further intervention from the outside.
This mechanism is referred to as task allocation or load distribution. At runtime, tasks can
be added to, or removed from a cluster. Requirements of agents and available hardware
resources can change over time. The load distribution system has to handle these events
and (re-)organize the tasks accordingly. An important design goal is that the system is
decentralized and operates without a decision maker that has global knowledge.

Cluster 3

Cluster 1

Figure 4.3: SmartCams are deployed in clusters. One camera can belong to one or more
clusters.

The clustering of cameras, as depicted in figure 4.3, helps to manage the complexity of
the system. Events observed by co-located cameras are causally associated. Examples of
such events are wrong way drivers or traffic jams. It is sufficient if such events are detected
by one camera of a cluster. Also service tasks, such as traffic statistics gathering, are not
required to be executed on every camera.



Chapter 5
Design

This chapter discusses the design of the basic agent infrastructure (section 5.1) and a more
detailed explanation of the mechanisms and the design of the load distribution system
developed for the SmartCam project (section 5.2).

5.1 Basic Agent Infrastructure

On every camera, also called node, runs an agency. The agency provides an environment
for agents to live in. The agents that are hosted by the agencies are divided into two
groups:

o SmartCam agents are agents that implement control functionality and do not heav-
ily interact with DSPs. Cluster management and the load distribution system are
implemented as SmartCam agents.

e DSP agents are not only executed on the XScale platform, but also have a DSP
part. This DSP part of the agent is downloaded to one of the camera’s DSPs for
execution. DSP agents typically implement an image processing algorithm, which
needs to satisfy realtime constraints. The load distribution system is designed to
make sure that all required resources of an agent are available. The requirements of
DSP applications are measured in advance by profiling them. This information is
stored in the agent.

A standard agency, as shipped with typical agent systems, requires some extensions
to support the clustering of nodes. This functionality is provided through a number of
agents. The agents provide mechanisms to create clusters, to add nodes to clusters and
to allow agents to find out about the other nodes belonging to their cluster. The agents
providing this infrastructure are:

e The Node Information Agent (NIA) is created on every node at startup. It represents
the node to the outside. When a cluster is created, or a node is added to a cluster,
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the appropriate functions of the NIA are called. The NIA also provides mechanisms
that allow agents to look up the other nodes of a cluster or to get a list of the cluster
memberships of a node.

e The Cluster Manager Agent (CMA) is not bound to a specific node, but can be
located anywhere within a cluster. A CMA is instantiated upon the creation of a
cluster. It knows about all the nodes that belong to the cluster. All requests to add
or remove a node from a cluster are ultimately routed to the CMA.

e The Cluster Manager Prory (CMP) is a representative of the CMA. The cluster
manager proxy is created on a node once the node is added to a cluster. Since a
node can belong to multiple clusters, multiple CMPs can exist on one node. The
NIA keeps a list of all the CMPs of a node. Incoming requests to the NIA that
involve a specific cluster, such as adding a node to the cluster, are passed on to the
CMP of this cluster. The CMP then forwards the request to the CMA of the cluster
(see figure 5.1). In addition to forwarding requests to the CMA, the CMP also keeps
track of all agents of the local node that belong to the cluster represented by the
CMP.

external
—_—
Requests : | ——
Node Information Agent /—\
C DSPLibAg:nt\

Cluster Manager Proxies T DSP Agents

T ]

> forwarded requests
—>  to Cluster Manager
—> Agents

XScale Platform

5 [ multiple DSPs ] 5

Figure 5.1: Agent Infrastructure of a node: The Node Information Agent handles incoming
requests. Every cluster the node belongs to, is represented by a Cluster Manager Proxy.
These proxies forward calls to the Cluster Manager Agent. The DSPLibAgent allows DSP
agents to communicate with the DSPs.

After startup, every node is running only the NIA. To create a cluster, a call is sent
to the NTA on the first node of the cluster. The NIA then creates a CMA that represents
the cluster. A CMP is created as a local placeholder for the CMA. The new cluster now
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consists of just one node. To add a second node to the cluster, another call is sent to the
NIA. This call tells the NIA which other node should be added to the cluster. On this
new node, a CMP is created that forwards cluster specific calls to the CMA of the cluster.
From the users perspective, all nodes of a cluster are equal. Requests to add additional
nodes to a cluster can be sent to any node that is already part of the cluster. The CMA
and CMP infrastructure is not seen by the user — all outside communication only takes
place with the NIA.

For the DSP agents a facility is required to interact with the DSPs and the applications
executed on the DSPs. The DSPlib provides a set of native functions for this purpose. To
make this functionality available to agents, a wrapper for the DSPIib has to be provided.
This is implemented in the form of an agent called DSPLibAgent (DLA). A DLA is
created on every node on startup. DSP agents can use the DLA to download their DSP
applications to one of the DSPs of the node. The DLA also makes the publisher /subscriber
based messaging interface for DSP communication, as provided by the DSPlib, available
to DSP agents.

5.2 Load Distribution

Every cluster consisting of a number of nodes is assigned a set of tasks. It is up to the
cluster to find an allocation of those tasks to its nodes. Every task is implemented as a
mobile agent. The goal of the load distribution is to find a placement of the agents of
a cluster, so that no node is overloaded and all tasks are executed at the best quality
possible.

5.2.1 Resource Requirements of Agents

The resource requirements of agents are known in advance and do not have to be measured
at runtime. One agent can offer multiple quality of service (QoS) levels. The better the
quality delivered by an agent, the higher are its resource requirements. This allows to save
system resources if the best quality of an agent, for example an MPEG streaming agent,
is not required. The resources considered for an agent are listed in Table 5.1.

’ Resource Type \ XScale \ DSP ‘

CPU Load X X
internal Memory
external Memory X
DMA channels

DMA reload tables
DMA complete codes
Network connectivity X
PCI Bus X

SRR A

Table 5.1: The considered resources on the XScale platform and on the DSPs.
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Since all algorithms that require a lot of computational power are executed on the
DSPs, the considered requirements are focused on DSP resources. In addition to CPU
and internal memory usage, the memory hierarchy is considered for the DSPs. Not only
the fast, but small internal memory, but also a larger and slower external memory is used.
To fully exploit the performance of the DSPs, the algorithms make use of direct memory
access (DMA) where possible. The available DMA resources are limited and therefore
have to be considered as well. For communication between DSPs, the PCI bus is used.
For the external communication, which is done by the XScale part of the agent, different
types of connections are available such as standard ethernet and gigabit ethernet, wireless
LAN or GPRS. The internal bus system as well as the network connections are limited in
bandwidth. Hence, these resources also have to be considered when placing agents.

5.2.2 Agent Placement: A Distributed Constraint Satisfaction Problem

When determining the nodes for the execution of the agents of a cluster, the load distribu-
tion mechanism has to make sure that all requirements of the agents are met. Finding an
allocation of agents to the nodes can be described as a distributed constraint satisfaction
problem. The variables of the problem are the agents to be placed in the cluster:

A= {al,ag,ag,...,an} (5.1)

Every agent a; can be placed on one of the m nodes of the cluster. It is also possible
that agents cannot be assigned to a node due to insufficient resources of the cluster. This
is represented by the additional element notAssigned. Hence, the domain D of a; is:

D ={1,2,3,...,m,notAssigned} (5.2)

Without considering any constraints, this results in (m + 1)" possible assignments of
the n agents to the m nodes. A specific assignment is referred to as A;. Due to the limited
resources of the nodes, not all of the assignments are applicable in practice. The limited
resources of the nodes and the resource requirements of the agents are described by the
following constraint C'y; for a specific assignment A;:

Ca; = {Vaea; :Vaep : Vrer:a; =d: (Z required(r,a;)) < available(r,d)} (5.3)

with

R={CPU,MEM,DMA,...} (5.4)

For a placement of agents A;, the sum of resources required by the agents on every node
has to be less than or equal to the amount of available resources R for every individual
resource type 7.
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The full list of considered resources is shown in table 5.1. Solving the constraint
satisfaction problem given in equations 5.1 to 5.4 on a single machine is not efficient. The
problem can be divided into smaller problems in such a way that all nodes of a cluster can
participate in solving the problem. To do so, the domain D is split into m sub-domains
D1 to D, containing only two possible values. The set of agents to be placed remains the
same. The constraints are modified to reflect that only a single node is considered. The
resulting constraint satisfaction problem to be solved on every node k£ independently is:

A = {a17a27 as, ---7an}

Dy, = {k,not assigned}

Ca; = {Vaen; :Vaep : Vrer:a; = d : Zrequir@d(r, a;) < available(r, k)}

aj

This constraint satisfaction problem is solved in parallel on every node k. The overall
goal is to find a placement of agents in such a way that all agents are assigned to a node and
can be executed. Such a placement that contains all agents is called a complete solution.
For a sub-problem computed on a single node, this will hardly be the case since this would
mean that this node has enough resources to host all agents. Therefore, every node also
generates all partial solutions. Partial solutions are solutions where not all agents are
assigned to the node. The maximum size of the solution set generated on every node is
2". To generate all these solutions a backtracking approach is used.

Solving m sub-problems results in m sets of allocations P = { Py, P», ..., Py} where P;
is the result set of node ¢ containing up to 2" possible placements. In the next step those
result sets P; have to be merged to get the complete solutions. When merging allocations,
it must be ensured that no agent is assigned to more than one node concurrently. When
all solution sets have been merged, all allocations are removed, which do not contain all
agents. The resulting set of solutions is called the set of feasible solutions F. Merging the
solution sets from the individual nodes can be done in parallel.

5.2.3 Selecting a Solution Based Upon its Costs

The result of solving the distributed constraint satisfaction problem is a set of feasible
solutions. Such a feasible solution defines the allocation of the agents to the nodes of
the cluster. To select the best solution, a cost scheme with five cost types is defined:
Resource costs (CR), data-transfer costs (Cr), migration costs (Cpr), affinity costs (Ca)
and quality-of-service costs (Cg). These costs are calculated on every node and for every
agent
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Quality of Service Costs

Agents can operate at different quality of service (QoS) levels. The level with the best
service quality is defined as level 0, levels with lower quality are labeled with ascending
positive numbers. The goal of the load distribution system is to find an agent placement,
where all agents operate at the best quality possible. To encourage this, quality of service
degradation penalty costs, Q0Sgeq, are introduced:

QOS _ QOSlevel * QOSDegradationFactora if QOSlevel 7& 0
a9 L, if Q0Siever = 0

The lower the service quality becomes, higher the quality of service degradation costs
Q0Seq is. If there are multiple agent placements that include all agents, then those with
lower quality of service costs are preferred.

The operator of the system can define a desired quality of service level for an agent.
This is honored by the load distribution system with the QoSyrongrever costs. If the agent
is not running at its desired quality of service level, Q0SrongLever Will rise:

QOS Level = QOSNotDesiredLevelPenalty7 if QOSlevel 7£ QOSDesiredLevel
wrongLevel = .
4 17 if QOSlevel = QOSDesiredLevel

The quality of service costs are used together with the resource and data transfer
costs. The lower the service quality of an agent is, the lower are its resource requirements
and transfers are. Every quality of service level of an agent is treated separately by the
load distribution system. Therefore, agents with many low quality of service levels will
significantly increase the number of possible allocations. A large number of quality of
service levels will, therefore, yield longer runtimes of the load distribution system to find
a solution.

Resource Costs

For the resource types required by the agents (table 5.1), costs are defined. For every
individual resource type, the ratio of resources required to resources available is computed.
The available resources of a digital signal processor are those resources not yet consumed
by agents of other clusters.

Required Resources
Cr

0 0

= *
Available Resources
If the requirements of a resource exceed the availability, the cost for this resource Cg,
is set to infinity. An agent can support multiple quality of service levels with different
resource requirements. Hence, the costs Cr, are computed for every QoS level. The total
resource costs for a QoS level are the sum of all individual resource costs:
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CR = (Z CRz) * QOSdeg * QOSwrong
R;

The Qo0S4eq costs factor becomes the higher, the lower the quality of an agent is.
This encourages the best possible service quality. The Qo0Syrong costs factor is used to
encourage an agent to run at a predefined QoS level.

Data Transfer Costs

For data transfer, two different kinds are distinguished: (1) Internal data transfers and
(2) external data transfers. Internal data transfers are transfers via the PCI bus or direct
memory transfers. The external data transfers are transfers using a network interface for
communication with remote hosts. Different kinds of data transfers offer different perfor-
mances, resulting in different costs. The amount of data of a specific type, transferred per
second by an agent, is multiplied with the corresponding factor from table 5.2:

Cr, = Data Transfer Per Second * Data Transfer Cost Factor

’ Connection ‘ Bandwidth ‘ Costs per MB ‘
GPRS 28 kbit/s 1171.00
10Mbit Ethernet 10 Mbit /s 61.90
100Mbit Ethernet 100 Mbit /s 19.59
Gigabit Ethernet 1000 Mbit /s 6.19
PCI 1064 Mbit /s 6.00
SDRAM 6400 Mbit /s 2.44
On-Chip Memory | 38400 Mbit /s 1.00

Table 5.2: Data transfer costs and bandwidths for different interfaces.

The total data transfer costs of an agent are the sum of all its individual data transfer
costs. The amount of data transferred per second depends on the quality of service level
the agent is running at. As with resource costs, lower quality results in increased costs
through QoSgey costs factor. Not running at the desired QoS level also adds additional
costs through QoSyrong costs factor:

Cr = (Z CTZ) * QOSdeg * QOSwrong
T;

Migration Costs

The implementation of a new agent placement can require agents to be moved from one
node of execution to another. Two types of costs are defined to reflect the effort that
results from agent migration.
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e Migration Transfer Costs — Chpr. When an agent is moved from one node to
another, it first has to save the state of its DSP application. This state is saved
inside of the agent, increasing the size of the agent. The agent designer estimates
a typical size of this data to be transferred. This size is then multiplied with the
appropriate data transfer cost factor from table 5.2. The migration transfer costs
will be zero if the agent does not move from one node to another, but only changes
its DSP or quality of service level.

Crorm — 0, if no migration is required
MT = Agent Size x Data Transfer Cost Factor, if migration is required

o Migration Idle Costs — Cpyr. Many of the DSP algorithms require a certain amount
of time to become operational after they have been started. This is due to learning
and initialization done by the video algorithms. The migration idle costs are based
on this idle time of an algorithm. The idle time is measured by the agent developer
and is stored in the agent. The migration idle costs are not only taken into account
when an agent moves from one node to another, but also when the DSP or the QoS
level is changed.

oo — 0, if no migration, DSP or QoS change is required
M1 = Agent Idle Time, if migration, DSP or QoS change is required

The migration idle cost and the migration transfer costs are scaled and added to receive
the total migration cost C'js of an agent:

Cn = kyr * Cyur + kyvr x Cur

Affinity Costs

The agent designer can influence the placement of agents inside the cluster by defining the
affinity of the agents. Two different types of affinities are available:

o Cluster Affinity. The workload of a cluster can increase over time. Reasons are
increased resource requirements of agents or the addition of new agents. Because of
the limited resources of a cluster, not all agents might be able to run. The cluster
affinity defines a priority scheme where a high cluster affinity makes the allocation
of an agent to a camera more likely than a low cluster affinity. From this cluster
affinity, which is defined for every agent, the cluster affinity costs C'4¢ are derived:

Max Cluster Affinity ¢ (ygter Affinity # 0

0, if Cluster Affinity = 0
Cac =
Cluster Affinity

A higher cluster affinity denotes lower cluster affinity costs. Solutions with low
overall costs are preferred to those with higher costs.
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o Scene Affinity. Some agents rely on the video data from a specific camera. An
example are MPEG encoder agents, which encode the raw video supplied by the
CMOS sensor. To increase the probability that such an agent is running on the
desired node, the scene affinity is introduced. If it is not possible to execute the
agent on the desired node, the raw video images have to be forwarded to the agent
over the network. This additional effort is modeled by a remote penalty factor k.

Cre 0, if Scene Affinity = 0
AS = —M%’;esrfsrfﬁﬁlfir;ty x kp, if Scene Affinity # 0
K — 1, if the agent is executed on the desired node
L= kp, if the agent is not executed on the desired node

Again, a higher scene affinity results in lower scene affinity costs C'4g. Before solving
the distributed constraint satisfaction problem, agents with a scene affinity other
than zero are asked about their desired node. This allows the agent to take influence
on its new location.

An agent can be either cluster affine or scene affine. The total affinity cost is the
maximum of the scaled cluster and scene affinity:

Cy = max(kac * Cac,kas * Cas)

Total Costs

Since every node can be equipped with different resources, and the load situation on the
nodes of a cluster must not be homogeneous, the costs for an agent are calculated indi-
vidually on each node. The values for resource costs, data transfer costs, migration costs
and affinity costs are summed up resulting in the total costs Cyy of an agent. Additional
scaling factors allow the system operator to emphasize some cost type over another:

Ciot =kp*Cr+kr«Cpr+kyxCurr+ kg xCy

The costs of a solution containing multiple agents is the sum of the individual total
costs of all agents present in the solution. When two partial solutions are merged during
the merge phase of the distributed constraint satisfaction problem, the total costs of the
placements are accumulated.

Complexity of the Problem

Solving the constraint satisfaction problem for n agents and m nodes, a maximum number
of m™ complete solutions can be found. Complete solutions are those that contain all
agents. For the m local CSPs solved on every node, 1" = 1 complete solutions can
be found if all agents are equipped with one QoS level. For multiple QoS levels, this
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number increases. But when solving the local CSPs, not only complete solutions are of
interest, but also partial ones. As already mentioned, this is taken into account by adding
the notAssigned element to the domains of the local CSPs. The maximum number of
placements generated for every DSP on every node increases to:

o2")

The next operation to be discussed is the merge of two such solution sets. For two sets
resulting from the solved CSP of two DSPs, the maximum size of the merged solution set
is given by 3™. The three elements of the domain are the two DSPs and the notAssigned
element. A more general formulation of the maximum number of placements of a merged
solution set is:

O((numDSPsl +numDSPs2+1)")

where numDSPsl and numDSPs2 denote the number of DSPs covered by solution
sets 1 and 2 respectively. The additional element is, again, the notAssigned element.

Adding additional agents to a cluster results in an exponential growth of the solution
set size. Adding nodes, or more specific DSPs, results in a polynomial growth. It has to
be noted that the numbers presented are worst case scenarios. For real applications, the
number of placements is reduced significantly by the resource constraints. An approach
to reduce the number of placements further is presented in the next section.

Early Pruning

For a cluster that is hosting many agents with relatively low resource requirements, solving
the CSP will result in a large number of possible combinations for the placement of the
agents. This leads to an increased running time of the CSP. To limit this effect, a mech-
anism called early pruning is introduced. When enumerating all possible placements of
agents, not only the available resources are considered but also the cost of the placement.
If the costs exceed a predefined threshold, the placement will be rejected. The rationale is,
that such a placement with high costs will not be the cheapest one that is finally selected
and implemented.

The early pruning can be modeled as an additional constraint for every concrete agent
placement A;:

Ca; = {Vasean; : ZTotalCost(ai) < TotalCostT hreshold}

a;

The cost threshold is not only checked when computing the CSP on a node, but also
when merging partial solutions of the CSP from different nodes. If a merged solution
exceeds the total cost threshold, it is rejected. The early pruning mechanism can help
to reduce the size of the solution sets, and therefore decrease the running time of the
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computation. But it has to be kept in mind that this is achieved by rejecting otherwise
valid solutions.

5.2.4 Using Mobile Agents for Task Allocation

The algorithms presented in sections 5.2.2 and 5.2.3 are implemented using the mobile
agent paradigm. Not only is every task represented by a mobile agent but mobile agents
are used for solving the constraint satisfaction problems on every node and the subsequent
merge operations. This section presents a schematic outline of workflow.

user adds agents to the
cluster and starts the
load distribution

Node 1
(Initiator)

Cluster

Figure 5.2: Nodes are grouped into clusters. The user adds agents to the cluster. After
all required agents have been added, the initial load distribution for the cluster is started.

After having grouped the nodes into clusters, the first step is the assignment of agents
to a cluster as shown in figure 5.2. After all required agents have been assigned, the initial
load distribution process is started by the user. The node that was selected by the user
to start the load distribution, is called the initiator for this load distribution process.

create worker agents

Worker

Worker

Node 1
(Initiator)

Cluster

Y

solve solve solve solve
local CSP local CSP local CSP local CSP

Figure 5.3: The initiator creates a worker agent on every node. The workers solve the
local constraint satisfaction problem.

In a first step, the initiator locks all nodes of the cluster. Subsequently, it creates a
worker agent on every node (figure 5.3). This worker has a list of all the agents assigned
to the cluster. From the DSPLibAgent, the worker agent gets all required information
about the available digital signal processors of the node and their resources. Based on
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this information each worker agent solves the local constraint satisfaction problem. When
finished, every worker sends a message to notify the initiator (figure 5.4).

Worker \) Worker / Worker / Worker
Node 1 ¢ / Node 2 Node 3
(Initiator)

workers report back to intitiator

Cluster

select merge pairs

Figure 5.4: After the workers have solved the local constraint satisfaction problem, they
report back to the initiator. The initiator selects pairs of workers for the merge process.

The initiator then picks two worker agents for a merge. The first worker, called the
master, remains at its current node while the second worker moves to the node of the
master (figure 5.5). After it arrives, the two workers merge their solutions. While the
master reports back the completion of the merge to the initiator, the second worker is
destroyed. The initiator again picks two workers to merge their solutions. This process
continues until there is only one remaining worker agent.

moves

D>

Worker
/ Worker

Node 2

Node 1
(Initiator)
Cluster

merge solutions merge solutions

Figure 5.5: Worker agents move to the node of their merge partner where the two workers
merge their solutions.

This last worker contains the final set of solutions. The worker extracts the complete
solutions, which are those containing all agents, and reports them to the initiator. If, in
case of insufficient resources, no complete solutions were found, the worker agent reports
the next best solutions. These are the solutions where one or more agents could not be
assigned to a node.
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The initiator selects the cheapest solution according to the cost functions defined in
section 5.2.3. This solution is then implemented by the initiator. It sends messages to
every node telling them which agents to start, which DSP they should use and at what
quality of service level they should operate. The final set of solutions is sent to all nodes
of the cluster. Finally the initiator unlocks all nodes of the cluster.

5.2.5 Inter-Cluster Communication

The process of initially assigning agents to a cluster, as described in section 5.2.4, omits
an important detail: A node can be part of multiple clusters. This introduces a number
of issues to be considered. To illustrate them, the two clusters depicted in figure 5.6 will
be used.

Cluster A Cluster B

Figure 5.6: Two overlapping clusters.

For cluster A, the initial allocation of agents can be done as described in section 5.2.4.
For cluster B, this approach has to be adapted. Nodes 2 and 3 are part of cluster A and
cluster B. The worker agents, which solve the local constraint satisfaction problems on
nodes 2 and 3 for cluster B, generate all feasible placements of agents. As a basis for their
computations, the workers consider the available resources of the node.

An alternative approach is to use the total resources of the node without considering
the resources already occupied by cluster A. This ensures that all possible placements are
generated. This allows cluster B to take advantage of a lighter load on nodes 2 and 3
in the future. In such a case, the constraint satisfaction problem does not have to be
solved again. The load distribution system can fall back to the already calculated set of
placements. For the moment, however, the resources already taken by cluster A cannot
be ignored. Hence, placements of agents of cluster B that cannot be applied due to the
resources already occupied by cluster A are marked as disabled.

For this work, the approach to solve the CSP based on the currently available resources
was selected. This allows to reduce the size of the solution sets in case of overlapping
clusters compared to the variant where solutions only are disabled.

Cluster B now proceeds as specified in section 5.2.4: It merges the solutions generated
on every node, and finally selects the cheapest complete solution and implements it. The
start of the agents of cluster B will reduce the remaining available resources on the nodes
of cluster B. Node 2 and node 3 are not only part of cluster B, but also belong to cluster
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A. As a consequence, cluster A must be notified that the amount of available resources on
nodes 2 and 3 has changed. This process is detailed below.

Due to the limited resources of the nodes it cannot be guaranteed that a complete
solution is found. In such a case two options exist:

e An incomplete solution is selected and implemented. A solution where not all agents
of the cluster are assigned to a node for execution is called incomplete. The decision
which agents are not executed is done implicitly by the cluster affinity costs described
in section 5.2.3. Tasks with a high importance to the cluster have a high cluster
affinity, resulting in low cluster affinity costs. Tasks that are less important have
higher cluster affinity costs. Since the solution that is finally selected is the cheapest
one, it is more likely that agents with a high importance for the cluster will be
assigned a node for execution rather than agents that are less important.

e If some of the nodes are members of multiple clusters, as is the case with node 2 and
node 3, the foreign clusters can be asked to reduce the load of the shared nodes. A
reduced load on node 2 and 3 might allow cluster B to find a complete solution. The
process of load reduction of a node is described later in this section. If, however, a
reduced load on node 2 and 3 does not lead to a complete solution for cluster B, the
selection and implementation of an incomplete solution cannot be avoided.

Figure 5.7 presents flow charts of the agent placement actions when multiple clusters
are involved.

Informing Other Clusters of Load Changes

Whenever the load of a node is changed, all clusters this node belongs to, have to be
notified. This gives the clusters the chance to update their solution sets. Two cases can
be distinguished: An increased load of a node and a decreased load.

In figure 5.6, nodes 2 and 3 are members of clusters A and B. If the load these nodes
increases because of the initial placement of agents from cluster B, the solution set of
cluster A needs to be updated. Node 2 and node 3 reduce the solution set of cluster A by
disabling all those solutions that are no longer feasible because of the resources consumed
by agents of cluster B on these nodes. The sets of disabled solutions are sent to all nodes
in cluster A to allow them to keep their local solution sets up to date. The increased load
on a node, caused by a another cluster, does not require any further actions by cluster
A: The agent placement of cluster A does not need to be modified because cluster B
only occupied resources that were available anyway. Cluster A only has to make sure to
maintain a correct view of the feasible placements for possible future relocations of its
agents.

The opposite event is the reduction of the load of a node. This can result from an
event such as the removal of an agent or decreased resource requirements. In such a case,
the cluster in which the event occurred gets the chance to revise its solution set. With
additional free resources, currently disabled solutions might become applicable. If this is
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solve the local CSPs notify other clusters
on every node of the new resource
situation

Y *

merge all solutions implement final
from all nodes solution

A

select cheapest solution
as final solution

found complete
solution?

try to find a more
complete solution?

select cheapest incomplete
solution as final solution

A

identify those nodes
also belonging to
other (foreign) clusters

Y

ask foreign cluster if (and
how much) they could re-
duce the load of the nodes

has a more No
complete solution
become feasible with
the additional
resources?

Yes

ask foreign clusters to
really reduce the load
of the nodes

-~ select cheapest, most complete
solution as final solution

Figure 5.7: Finding the allocation of agents to nodes of a cluster when nodes belong to
multiple clusters and insufficient resources are available.

the case, the cluster will check if one of these solutions is cheaper than the one currently
executed. If such a solution is found, it is implemented. As a consequence, the available
resources of the nodes in this cluster will change. Nodes that are part of multiple clusters
must inform the other clusters of the new resource situation. If the available resources of
the node were reduced, the other clusters will disable solutions of their solution sets. If
the available resources have increased, the other clusters might enable currently disabled
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solutions. If such a cluster now discovers a more complete solution, this solution is not
implemented. The reason is that the overall behavior of the system becomes difficult to
control. If a cluster implements a new solution, this will again result in changed resource
availability on its nodes. When the other clusters, present on these nodes, are notified
of the resource change, they in turn might start to change their configuration and so on.
Because of that, new feasible solutions only are enabled, but no new cheapest solution is
selected and implemented. The increased set of enabled solutions can be of use for future
requests to the clusters, such as an increase of the service quality of an agent.

Reducing the Load of a Node

A cluster tries to place its agents independently of the other clusters. If the resource
availability is low, this strategy might not always result in a complete solution. Instead
of choosing an incomplete solution, where one or more agents are not assigned to a node
for execution, the cluster can try to free additional resources to be able to find a complete
solution. In the example presented in figure 5.6, cluster B might not be able to assign all
of its agents to a node. Nodes 2 and 3 are also members of cluster A and might already
be executing agents of cluster A. This will reduce the available resources for cluster B.
Cluster B now requests cluster A to reduce the consumed resources on nodes 2 and 3.
If cluster A is able to do so, it will report the amount of resources that would become
available to cluster B. But cluster A does not yet really free these resources. Nodes 2 and
3 only consider quality of service level reductions for agents of cluster A running on node
2 and 3. If relocations of agents in cluster A were taken into account as well, this could
lead to unpredictable execution time behavior for the whole process.

Cluster B now rechecks its solution set to see if any complete solution, or a solution
containing more running agents, becomes applicable with the additional free resources. If
one or more such solutions become applicable, the cheapest one is selected. Cluster B now
asks cluster A to really free the resources previously promised. After cluster A has freed
the resources, cluster B can implement the selected solution.

If no complete solution could be found, cluster B will select and implement and in-
complete solution and the agents of cluster A will not change the quality of service level
they are running at. After the solution was implemented, the other clusters are notified
of the changed resource situation.

5.2.6 Event-Based Redistribution of Load

After the initial allocation of agents to nodes was computed, events can occur that require a
dynamic reconfiguration of the placement of agents of a cluster. The process of solving the
local constraint satisfaction problems for every node of the cluster, and the subsequent
merges of the solutions, can take a significant amount of time. Some events, however,
require a faster handling. The types of events that have been identified can be classified
into two groups: The first group are events that lead to an increased requirement of
resources or a decreased availability of resources. The second group are the opposite
events, resulting in decreased resource requirements of an agent or increased resource
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availabilities of a node. Both groups of events, and the measures taken to deal with them,
are discussed in the following two sections. Not event every requires a full reconfiguration
of a cluster.

Increased Requirements / Decreased Resource Availability

An increase of the resource requirements of a cluster can have numerous reasons. Adding
an additional agent to the cluster, or increasing the quality of service level of an agent
has this effect. Similar problems arise from decreased resource availability. Reasons for
such a decrease could be hardware failures, or reduced performance due to the activation
of a power saving profile. The load distribution system must find a new placement of the
agents of a cluster that conforms to the new situation. A full reconfiguration, as with
the initial placement of agents, can be done. A faster way that is not always applicable
is the reduction of the set of solutions generated by the last configuration process. Such
a reduction disables all solutions that can no longer be executed because of the changed
resource situation. Finally, a new cheapest solution is selected and implemented.

Adding Permanent Agents A cluster affine agent is an agent that typically will be a
member of the cluster for a longer time period, and is therefore referred to as a permanent
member. When such an agent is added to the cluster, a full reconfiguration, as done at
the initial placement of agents, is required. This means that the constraint satisfaction
problem has to be solved with the new set of agents. Since resources are limited, the
permanent addition of an agent can mean that not all of the agents of the cluster can run
at the best quality of service level. The worst case is that not all agents can be allocated
to a node. The agents not executed, are those with the lowest cluster affinity.

If suspending agents is not acceptable, resources have to be freed. To do so, the load
distribution tries to reduce the load of the cluster nodes. It identifies the nodes that also
belong to other clusters. Those other clusters are then asked to reduce the load of the
nodes as described in section 5.2.5. If this is not successful, suspending tasks with low
cluster affinity is not avoidable. If the other clusters are able to free resources, the cluster
that is hosting the new agent will recheck its solution set and enable those solutions that
have become feasible.

When finally a placement is found and implemented, this will result in a decrease of
the available resources on the cluster nodes. All other clusters that also run on the same
nodes have to be notified to be able to update their set of solutions, as described in section
5.2.5.

Adding transient agents Some scene affine agents are not long term members of a
node or cluster. This is especially true of tracking agents following some object from node
to node. Such agents only stay for a relatively short period of time and therefore require
a special handling. Doing a full reconfiguration would take too much time. If a transient
agent arrives at a node, the following strategy is applied: If not enough resources are
available for the agent, in a first step it is checked if enough resources can be freed by
reducing the quality of service level of cluster affine agents. In this process, agents of all
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clusters present on this node are considered. If not enough resources can be freed on one
of the DSPs of the node, also the service quality of scene affine tasks is reduced. If still
not enough resources are available, agents are suspended. The order for suspending agents
is defined by their cluster affinity costs. Agents with high cluster affinity are suspended
first.

Handling agents with the default mechanisms of the load distribution, such as setting
the desired node of a scene affine agent and doing a full reconfiguration, is not practical
for transient agents. This process would take too much time. Since transient agents only
stay on a node for a short period of time, it can be accepted that some other agents of
the node operate at reduced quality or even are suspended. Handling transient agents and
special tracking issues are covered in [Qua05].

Increasing the quality of service level Increasing the quality of service level of an
agent means that the agent will require additional resources. All, not currently disabled
agent placements that are part of the final solution set will be examined. Those solutions
that do not support the required quality of service level for the agent are disabled. Of the
remaining solutions the one with the lowest cost is selected and applied.

If this reduction of the set of feasible solutions leads to an empty solution set, the
current agent placement will not be modified. The load distribution mechanism then tries
to reduce the load of the cluster as described in section 5.2.5. The additionally freed
resources might enable currently disabled agent placements. The solution set is rechecked
if any of these new placements satisfy the increased quality of service requirements of
the agent. If multiple such solutions are found, the cheapest one is selected. Before it
is implemented, the other clusters are now asked to really free the resources previously
promised. If no such solution can be found, the quality of service level change will be
aborted unsuccessfully.

Removing a node The removal of a node from a cluster greatly reduces the available
resource. It is very unlikely that the solution set contains placements that do not require
the removed node. Nevertheless, the first step is to reduce the solution set by disabling
all placements that contain the removed node. If the remaining solution set is not empty,
the cheapest solution is selected and applied. Otherwise a complete reconfiguration of the
shrunk cluster is started. If the removed node was a member of multiple clusters this
reconfiguration has to be done for each of them sequentially.

A DSP is disabled or running with reduced performance To save energy, it might
be required to reduce the performance of a DSP. This will result in reduced capabilities
of the node. From those clusters present on this node, the one is selected causing the
highest load. It is asked to reduce its solution set by disabling all placements that have
become infeasible due to the reduced resource availability. If the resulting solution set
is not empty, the cheapest solution is selected and implemented. If the reduced solution
set is empty, the other clusters hosted by the node are asked to reduce their result set
the same way. Because of the decreased resource availability, it cannot be guaranteed



CHAPTER 5. DESIGN 59

that a solution is found where all agents of all affected clusters are assigned to a node for
execution. Agents with high cluster affinity costs might be suspended.

Decreased Requirements / Increased Resource Availability

A decrease of requirements can have multiple reasons. Removing agents from a cluster
or the reduction of the QoS level an agent is running at, can have this effect. Adding
new nodes to a cluster or enabling currently disabled DSPs results in increased resource
availability.

Removing a permanent agent When some service is no longer required, the corre-
sponding agent is terminated. At the node the agent was running on, additional resources
become available. The allocation of the reduced set of agents to nodes has to be recom-
puted. This full reconfiguration of the shrunken cluster will lead to a new set of feasible
solutions. The cheapest one is selected and implemented. Not finding a complete solution
is not likely since the removal of an agent from the cluster has freed additional resources.
For the reconfiguration of the cluster no hard time limit exists: The agents of the cluster
are currently running. The new solution would, at most, lead to an allocation where the
agents are running at a better QoS level. After the new solution is implemented, the other
clusters are notified of the changed resource situation as described in section 5.2.5.

Removing a transient agent Some scene affine tasks, such as trackers, that are short
term members of a node or cluster require a special handling. When they arrive at a node,
resources are freed by reducing the QoS level of agents that are executed on the node.
If this does not lead to sufficient available resources, agents are suspended. After the
transient agent has left the node, the agents are resumed or their QoS levels are increased
again. A more in-depth discussion of the handling of tracking agents and short-term node
members can be found in [Qua05].

Decreasing the quality of service level Decreasing the quality of service level of an
agent results in a lower resource utilization of the node that executes the agent. Resulting
from a previous increase of the QoS level of agents, some solutions might have become
disabled. When the quality of service level of an agent is decreased, currently disabled
solutions might become enabled again. The set of feasible, enabled solutions increases.
This set is now rechecked. If a new cheapest solution is found, it is implemented. As a
consequence, other clusters are notified of the changed resource situation as described in
section 5.2.5.

A decrease of the QoS level of an agent does not require a full reconfiguration of the
cluster, but can be handled by reenabling solutions. The implementation of a new cheapest
solution can lead to down-times of agents due to migrations, DSP changes or QoS level
changes. To avoid these down-times, it can be considered to only update the solution set,
but not to implement the new cheapest solution. The approach taken, depends on what
is more important to the system operator: an uninterrupted service or agents running at
the best quality possible.
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Adding a node When a node is added to a cluster, this means that new resources
become available. To take advantage of these resources, a complete reconfiguration of the
cluster is required. The reconfiguration of the cluster is done as described in sections 5.2.4
and 5.2.5.

A DSP is reenabled or its performance is increased At the time a DSP was
disabled or its performance was reduced, solutions have been disabled. When the DSP is
reenabled again or its performance is increased, the inverse approach can be taken. The
set of solutions is checked with the additional resources in mind. The new resources might
allow to enable currently disabled solutions. This could lead to a new cheapest solution
that can be implemented. After the implementation of this solution, the other clusters are
notified to be able to update their solution sets (see section 5.2.5).

As with a decrease of the QoS level, it depends on the priorities of the system operator
if the new cheapest solution should be implemented or not. Applying the new solution
might increase the quality of some agents, but will also lead to a short-term interruption
of agents because of migrations, DSP or QoS changes.

5.2.7 Comparison With Other Load Distribution Systems

This section discusses the elements of the proposed load distribution mechanisms in ref-
erence to the classification of load distribution systems presented in section 2.3.

The load metric is focused on the resource utilization of the digital signal processors.
Measuring their load not only involves one specific value such as the CPU utilization, but
also takes into account memory, memory hierarchy, and transfers on the PCI bus. Load
communication, on the other hand, is not such an important component. The load of a
node and its digital signal processors is not communicated to other nodes. The information
is only required locally for solving the constraint satisfaction problem. The only exception
is the update of a solution set due to changed availability of resources: In such a case, the
node doing the update queries all nodes with changed resources about their current load
status. This polling of nodes takes place relatively seldom.

For the transfer mechanism, the mobility of agents is exploited. Every task of the
system is implemented as an agent and can therefore be moved to any node easily. The
activation policy is based on events. Aside from the initial placement, those events can,
for example, be added or removed agents, or hardware changes. Events can be either
triggered by the system operator or by an agent. The candidate selection and location
selection result from solving the distributed constraint satisfaction problem. Solving the
CSP can result in multiple solutions that would allocate the agents of a cluster to its
nodes. To be able to pick the best solution, a cost system is used that assigns costs to
resources, data transfers, migrations and affinities of an agent. The cheapest solution is
selected and applied.



Chapter 6

Implementation Aspects

This chapter presents implementation specific details. Section 6.1 briefly discusses the
selected agent platform, and the modifications and extension that have been done. It
also describes the communication paths and mechanisms of the system. It is followed by
a discussion of the implementation of the constraint satisfaction problem and the merge
algorithms in section 6.2.

6.1 Diet Agents Platform

Mobility of agents is an important topic in the SmartCam project. Agents must be
able to move to a different node if, for example, the load situation of a cluster changes.
Hence, a fundamental requirement for the agent platform is support for agent migration.
Conventional agent platforms such as Voyager [Rec| support this feature. These systems
require the Java 2 Standard Edition for execution. But the J2SE is not available for the
XScale architecture as used in the SmartCam project. Agent systems explicitly targeting
embedded environments, such as CougaarME [Cou02] or LEAP [LEAO5] are built for the
Java 2 Micro Edition. Both systems do not support agent mobility.

The Diet Agents' platform originates from a research project funded by the European
Union. As a result of the project, the Diet Agents platform was released as open source.
It is designed to be conservative with system resources, which makes it interesting for use
in embedded systems. Additionally, agent migration is supported. Diet is an abbreviation
for Decentralised Information Ecosystem Technologies, reflecting the original goals of the
Diet project. It is inspired by natural ecosystems where the overall functionality of a
system arises from the collective behavior of many, very simple organisms [MKvL"01].
The Diet Agents system is designed to support a large number of simple agents. The
actual processing of information is not meant to take place inside the agents but through
communication between the agents.

!Diet Agents website: http://diet-agents.sourceforge.net
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6.1.1 Available Functionality

The Diet Agents framework has a three layer architecture. The core layer, also referred
to as the kernel, is designed to be very minimalistic and light-weight. It provides an
environment for the agents to live in that supports the basic operations to create, destroy
and move agents. Agent communication is also supported, but is limited to connections to
agents within the same environment. Remote communication is not supported by the core
layer. Agents do not hold direct references to other agents, even if both are executed in
the same Java virtual machine and belong to the same environment. All communication
is done using messages. To identify agents, they are labeled with a unique binary name
tag that is randomly generated when the agent is created. In addition to that, a family
tag is supported that allows to group agents. To send a message to an agent, its name
tag must be known. Alternatively messages can also be sent using the family tag of an
agent. The family tag is not unique — if multiple agents with the same family tag exist,
one of them is randomly selected as the receiver of the message [HWBMO02]. Diet Agents
provides no lookup or directory service. The reason is, that directory services do not scale
well and the Diet Agents system is designed to imitate ecosystems with a large number of
agents.

Communication is done asynchronously. Messages sent to an agent are not directly
processed by the receiver, but are placed in its incoming-messages buffer. The caller is
not blocked, but continues its operation after the message has been sent. In contrast to
implementations using proxy mechanisms, the caller is not blocked until the callee sends
a response. That means that agents have to implement message handling routines. The
Diet Agents supports this by associating a user defined context with every connection.
This makes it easier to track the state of a connection. Diet Agents is designed to avoid
system overloads. The number of available threads, concurrently active connections and
the size of the message buffers can be configured. In situations of high load, messages and
connections will be rejected. This allows the caller to adapt its behavior and fits well into
the concept of self-adjusting ecosystems.

Remote communication is not a core service of the Diet Agents platform but is located
in the Application Reusable Components (ARC) layer. Different types of remote com-
munication are available [Bon04]. For simple, infrequent remote communication, carrier
agents, also referred to as carrier pigeon agents, can be used. The carrier agent takes the
message, migrates to the host of the receiver and then delivers the message locally. For
frequent communication the use of carrier agents is too complex. Mirror agents provide
a more comfortable mechanism for remote communication. By using mirrors, an agent
in environment A can communicate with an agent in environment B as if both were in
the same environment. In the environment of agent A, a mirror agent representing B is
created. The same is done for agent A in B’s environment. Agent A now interacts with
the local mirror agent of B. The mirror agent forwards the requests, using carrier agents
or message channels, to the mirror agent of A in the environment of B. The mirror agent
of A now finally delivers the message to B. For both, A and B, this mechanism is transpar-
ent. Both interact with their local mirrors as if they were communicating with their real
partners. A third mechanism for remote communication is the MessageChannelProvider.
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It is used for remote communication in the SmartCam project and will be discussed in
section 6.1.2.

The third layer of the Diet Agents system is the application layer. It contains all
application specific data structures, logic and agents.

6.1.2 Extensions for the SmartCam Project

For the SmartCam project, several extensions to the functionality provided by the Diet
Agents platform have been implemented. One of the most important aspects is a wrapper
that provides simple remote communication. Diet Agents supports a socket based remote
communication mechanism, called MessageChannelProvider. An agent that wants to be
called from remote, first has to send a ”listen” message to the MessageChannelProvider.
In reply, it receives a message containing a channel id representing the address by which
the agent can be contacted from the outside. A preferred channel id can be added to
the initial "listen” message. This allows to provide services at ”well known” channel ids,
similar to the concept of ports in TCP/IP. When the MessageChannelProvider receives
an incoming message channel with this id, it creates a local connection to the agent that
is waiting for messages with this channel id. Incoming messages are then forwarded to
that agent.

Environment 1 Environment 2
local Agents local Agents
Communication Agent Communication Agent

fixed Channle ID 1 1 fixed Channle ID

)

[ MessageChannelProvider ] MessageChannelProvider ]

1 )

Figure 6.1: Remote communication mechanisms are provided by the Communication-
Agent. The messages are transmitted using a MessageChannelProvider.

To simplify this process, the SmartCam project introduces a CommunicationAgent.
The CommunicationAgent is the only agent that is directly connected to the Message-
ChannelProvider. All other agents that want to send remote messages only interact with
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the CommunicationAgent. By setting the name tag length of the CommunicationAgent to
zero, only one instance per environment is allowed. Hence, other agents can easily connect
to the CommunicationAgent using its family tag, without the need to know its address.
Normal agents do not have to take care about message channels ids or registering them-
selves as "listening” with the MessageChannelProvider. In case a message should be sent
to a remote agent, the sender connects to the local CommunicationAgent and hands over
the message along with the address of the receiver. The CommunicationAgent then sends
the message, via the MessageChannelProvider to the destination host. For the channel
id a well-known value that is used by all CommunicationAgents when connecting to the
MessageChannelProvider is used. The message is forwarded to the CommunicationAgent
on the destination system. It then extracts the address of the recipient agent and opens a
local connection to this agent. The message is finally delivered to the recipient. The local
connections between the CommunicationAgent and the sender agent, and the Communica-
tionAgent and the receiver agent remain open. They can be used to directly send fur-
ther messages, until one of the agents at the connections ends, closes the connection.
The setup used for remote communication, including the CommunicationAgent and the
MessageChannelProvider is shown in figure 6.1.

To make agent development easier, a synchronous mechanism for sending messages,
originally not provided by the Diet Agents platform, is introduced. Synchronous calls block
the caller until an answer from the callee is received. Avoiding asynchronous handling of
response messages helps to reduce the complexity of agents. The implementation of the
synchronous call mechanism waits for a corresponding response after a request message
has been sent. While waiting, the agent gives up its thread. Because the Diet Agents
system relies on message passing, in the meantime other messages not related to the call
with the pending response might be received. These messages are then handled in the
agent context. Hence, great care must be taken to avoid synchronization problems.

To sum up, the SmartCam project extends the communication infrastructure of the
Diet Agents platform in two ways: A simple way for remote communication is added,
which avoids that every agent that wants to get in contact with a remote agent has to
deal with channel ids and the MessageChannelProvider. The second enhancement is the
addition of synchronous calls that allow an agent to block until the response to its request
is received.

As described before, the Diet Agents platform does not provide a lookup or directory
service. This feature, however, is required for the SmartCam project. In addition to that,
a mechanism to group nodes into clusters has to be implemented. Both requirements, the
directory service and the cluster management, are designed and implemented as described
in section 5.1. It supports the grouping of nodes into clusters and keeps track of the agents
belonging to nodes and clusters. Additionally, the cluster memberships of a node can be
enumerated.

The Diet Agents system provides visualization support for the agents hosted on a node,
using an external tool called Elvis. Elvis has to be started locally on every node before
the agency is started. Although Elvis is an useful tool, especially for debugging, it is not
practical for setups involving multiple hosts. For the SmartCam project, Elvis is extended
in such a way that it can be attached to a remote node at runtime and visualize the state
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subCommand LOistAddagent finished -

% Idistaddagent sc.agents. dsp.test. DummyMPEG M2 storm. tnet: 4001450 testl node=storm. thet: 4002 #5C
executing comrmand LDistAddAgent

"rsp" OBJiM2 added to list of new agents.)

subCammand LDistaddagent finished
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executing command LDistAddAgent
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subCommand LDistAddagent finished

$ Idiststart storm.tnet:4001#5C testl
executing caommand LDistatart

=

[6] SmartCam : §

Figure 6.2: The SmartCam Console with three visualization windows showing the agents
of three different agencies.

of the remote agency. The visualization shows the agents currently on a node. Cluster
memberships are represented by the colors of the agents. In addition to that, Elvis is
integrated into the SmartCam console, a graphical user interface (GUI) used for sending
commands to remote nodes. A screenshot of the SmartCam console with the command
prompt and three visualization windows is shown in figure 6.2. For environments without
GUI support, command line management tools are available. A simple scripting language
is provided that allows for the aggregation of multiple commands.

For the SmartCam project, the Diet Agents platform is extended in several ways. The
most important difference compared to the original intentions of the Diet Agents project
is that the SmartCam project does not focus on deploying a very large number of small
agents, but on deploying a relatively small number of agents that are equipped with much
more internal logic.

6.2 Implementation of the Distributed CSP

This section describes implementation details of the constraint satisfaction problem algo-
rithm. It also discusses the merging of solutions. Some of the higher level considerations
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from chapter 5 will be presented in more detail. To illustrate the explanation of this
section, the following set of agents is used:

V ={A,B,C}

6.2.1 Computing the Agent Placement for Every Node

For the allocation of agents to a digital signal processor, a constraint satisfaction problem
has to be solved. It is unlikely that all agents of a cluster can be executed on one DSP.
Hence, the solution of the CSP for a single DSP hardly will contain a complete solution
where all agents are executed. This means, that the goal when solving the CSP is not
to find a complete solution, but to generate all partial solutions where zero, one or more
agents are executed on the specific DSP. Complete solutions typically are found when the
partial solutions from all the CSPs are merged.

All possible solutions, including partial ones, can easily be generated by a naive
generate-and-test approach. All placements of agents are generated sequentially and then
tested for their feasibility. A placement of agents is feasible, if the sum of the required
resources of all agents contained in the placement is less then, or equal to the amount of
available resources. For n agents, 2" placements have to be generated and then tested for
their feasibility. The generate-and-test algorithm will discard solutions repeatedly for the
same reason: If, for example, the accumulated resource requirements of agents A and B
already exceed the amount of available resources, it makes no sense to generate-and-test
a placement that contains A, B and C.

{ { {} level 0
/ 7 \
A B (¢} A, B, C level 1
A |
AB AC BC AB, AC, BC level 2
ABC ABC level 3
(1) () @)

Figure 6.3: (1) shows all the 23 possible placements of the agents from V. A placement
can be generated in more than one way, represented by the dotted lines. (2) avoids the
multiple paths leading to a placement. Finally, (3) does not include any path information
between the placements.
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Backtracking provides an improvement over the generate-and-test approach. When
agents A and B cannot concurrently be executed on a DSP due to resource constraints,
other placements also containing A and B will not be generated. Backtracking will go back
up and select another value instead of B — C as shown in figure 6.4. Further improvements
of backtracking, such as the minimum remaining values or the least constrained value
heuristics, cannot be applied. They only offer a benefit if just one solution of the CSP is
required. In the SmartCam project, however, all solutions, including partial ones, must
be found.

{1

N

A
li ‘A
insufficient resources H
for placement AB A& AC

Figure 6.4: The placement AB is not possible due to insufficient resources. Backtracking
goes back and tries to instantiate the next variable, in this case C.

The algorithm used in the SmartCam project starts with an empty set. In the next
step, the solutions that only contain one agent are added (figure 6.3 (1), level 1). In
level 2, to all placements of level 1, agents are added so that level 2 contains all possible
placements of two agents. These placements are not unique: The placement AB can be
reached via two different paths. The first path reaching a placement is drawn with a solid
line, subsequent, redundant, paths are drawn with a dotted line. Figure 6.3 (2) shows the
graph that omits the redundant dotted lines. To avoid permutations, which are the reason
for the dotted lines, only agents are added to placements that are farther on the right in
the set V' than the already placed agents. For example, starting from B in level 1, only
C' is added resulting in BC' in level 2. Combinations of B with other elements of V' are
already part of level 2.

Listing 6.1 shows a pseudo-code version of the algorithm presented above. The back-
tracking, and the resulting reduction of the search space, is done implicitly by not storing
an infeasible solution. The algorithm always operates on the placements of the last level.
If an infeasible solution was not added to the level, the sub-tree of this solution will not
be examined. Placements that cannot be executed because of the resource consumption
of agents from other clusters, are rejected as described in section 5.2.5.

The worst case runtime of O(2"), where n is the number of agents, to generate all
2" possible placements is reduced in practice by the resource constraints. Typically, not
more than about two to four agents can be placed concurrently on a DSP, resulting in a
significant reduction of the search space. Multiple quality of service levels of agents can
significantly increase the running time. Every QoS level has to be considered separately
when solving the CSP. It has similar effects as the introduction of additional agents. To
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1 levels [0].add (empty_set)

2

3 // the mazimum number of levels is the same as the number of agents
4 // if resoruces permit, the last level holds a complete agent placement
5 for i = 1 to #agents

6

7 // take the placements from the last level

8 foreach placement in levels[i—1]

9

10 // ... and extend them by adding an agent on the right

11 // of already placed agents

12 for j = (current_placement.rightmost_agent + 1) to #agents

13 new_placement = copy-of(current_placement)

—
IS

new_placement . place_agent (j)
new_placement . calculate_costs

e
~N O w»

// only add new placement if it can be ezxecuted
if (new_placement.required_resource <= available_resources AND
new_placement . costs < early_pruning_threshold)

[
S © ®

levels[i].add(new_placement)
end if

NN
W N =

end for
end foreach
26 end for

NN
[SIS

Listing 6.1: Pseudo code of the CSP algorithm

limit the additional overhead, the early pruning mechanism (see section 5.2.3) can be used
to reduce the search space. If the costs of a placement exceed a predefined threshold, the
placement is not added to the current level (see line 19 of listing 6.1).

6.2.2 Merging Solutions

The constraint satisfaction problem is solved individually for every DSP of a node. These
solutions then are merged into one single solution of the node. Subsequently, the individual
node solutions are merged, resulting in one overall cluster solution. For a merge, not only
the elements of two solutions are put into the new solution, but also new agent placements
are generated by combining individual placements from the two merged solutions. Figure
6.5 shows solutions 1 and 2 that should be merged. The solutions result from solving the
CSP for two different DSPs or nodes with different resource availability. In the merged
solution, those placements surrounded by a box are newly generated as combinations of
placements from solutions 1 and 2. The only limitation is, that no two placements can
be combined that have one or more agents in common. Level n of a solution contains all
elements where n agents are placed.

To merge solutions 1 and 2 from figure 6.5, all placements of solution 1 are visited.
For the current placement of solution 1, referred to as placement 1, the tree of solution
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Solution 1 Solution 2
{} {}
A1 B1 A2 B2 G2
A1,B1 B2, C2
MERGE

{} level 0
A1 B1 A2 B2 c2 level 1
A1B1  (A1B2) (A1,62) (B1,A2) (B1,C2) B2C2 level 2
(a1,B1,c2) (A1,B2,C2) level 3

Figure 6.5: Solution 1 and solution 2 are merged. The boxed elements of the merged
solution have been generated during the merge.

2 is traversed from top to bottom. If placement 1 does not intersect with the current
placement of solution 2, called placement 2, a new placement is created that contains the
merged placements 1 and 2. This new placement is then added as a new child below
placement 1.

If placements 1 and 2 intersect, which means that they have one or more agents in
common, they cannot be merged. As a consequence, placement 2 and all placements below
it, are rejected. If placements 1 and 2 intersect, also all placements in the sub-tree below
placement 2 will intersect with placement 1. Exploiting this property, many unsuccessful
attempts to merge placements of solutions 1 and 2 can be avoided. Not only intersections
of two placements result in rejection of merged placements. The early pruning mechanisms
from section 5.2.3 is also used when merging solutions. Whenever the costs of a merged
placement exceed a predefined threshold, the placement, and its sub-tree, are rejected.
If already the costs of placement 1 merged with placement 2 exceed the early pruning
threshold, then this will also be the true for all placements below placement 2. Listing 6.2
presents a simplified pseudo-code version of the merging algorithm.

For the merged solution, the number of placements greatly increases. As detailed
in section 5.2.3, the number of placements contained in the merged solution is given by
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1 foreach placement in solution 1

2 traverse solution 2 top to bottom

3 if (placementl and placement2 do not intersect AND

4 placementl.costs + placement2.costs < early_pruning_threshold)

5

6 merged_placement = merge(placementl , placement2)

7 placementl.addChild (mergedPlacement)

8 else

9 do not go down further in solution 2

10 but try the next element right/above of placement2

11

12 // if placementl and placement?2 intersect (or have too high costs),
13 // all placements below placement2 will intersect with placementl
14 // (or generate too high costs)

15 end if

16 end traversal

17 end foreach

Listing 6.2: Pseudo code of the merge algorithm

O((numDSPsl + numDSPs2 + 1)") where numDSPsl and numDSPs2 denote the
number of DSPs covered by solutions 1 and 2 respectively and n denotes the number of
agents. For a node equipped with four DSPs, the maximum number of placements is given
by O(5"). For a cluster containing four such nodes, the size of the final set of placements
is given by O(17"). For these numbers, no resource constraints are considered. As a
consequence, the number of placements will be significantly reduced in practice because
of the limited resources of the nodes and the early pruning mechanism.

6.2.3 Enhancing Java Object Serialization

During the implementation phase, performance problems related to network communica-
tion and object serialization have been discovered. Not all virtual machines are equally
affected of the problems. The Java Runtime Environment 1.4.2 does not show any per-
formance decrease when serializing objects. Other virtual machines, such as JamVM, do
not perform well. The reason for the problem is, that object serialization relies on the
reflection feature of the Java language. Reflections are used to determine the type of
the objects to be (de-)serialized. Some virtual machines do not perform well with reflec-
tions. This problem was also known for early implementations of the JRE. A method to
alleviate the problem of bad reflection performance, is to do the serialization of objects
explicitly [MRO1]. This is done by implementing the Externalizable interface instead
of the Serializable interface. The methods writeExternal and readExteral must
be implemented such that all attributes of the object are written to, and read from the
ObjectStream. By doing this explicitly, the use of reflections can be reduced. Depending
on the VM, this results in a significant speed-up for object serialization as shown in the
evaluation in section 7.1.4.
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Evaluation

This chapter presents the practical results of this work. The load distribution system
described in chapters 5 and 6 is evaluated.

Section 7.1 describes the testbed environment for the evaluation, followed by measure-
ments taken with different test scenarios in section 7.2. The results are discussed and
compared with the expected system behavior.

7.1 Testbed

The testbed for the evaluation consists of multiple machines presented in table 7.1. Two
SmartCam prototypes, as described in chapter 4, are available. To be able to test the
system with other cluster sizes, conventional desktop PCs are used. All machines are
connected via a switched 100MBit ethernet network.

’ Name ‘ CPU Memory \ Architecture\ Operating Systems

SmartCaml| I[XP425, 533MHz 256MB XScale Linux 2.6.8, custom
(SC1) big endian

SmartCam2| IXP425, 533MHz | 256MB XScale Linux 2.6.8, custom
(SC2) big endian
PC1 Pentium III, 1GHz | 256MB x86 Linux 2.6.8, SuSE 9.2
PC2 Pentium III, 1GHz | 256MB x86 Linux 2.6.8, SuSE 9.2
PC3 Pentium III, 1GHz | 256MB x86 Linux 2.6.11, Debian SID

Table 7.1: Machines of the testbed.

7.1.1 Java Runtime Environments
On the XScale big endian platform, not all of the embedded Java options presented in

section 2.2 are available. For the tests, JamVM 1.3.0 using GNU Classpath 0.14 is used.
On x86 based hardware, the performance of the SUN Java Runtime Environment (JRE)
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1.4.2 and JamaicaVM 2.6 is compared with JamVM 1.3.0 for x86. The JRE is of interest
because it represents the official implementation of the Java standard. It is, however, not
available for the XScale prototype platform. In contrast to that, JamaicaVM 2.6 is already
available for little endian XScale based systems, and a port to big endian systems might
be available in the future. Table 7.2 summarizes the Java environments considered in the
evaluation.

’ Name ‘ Vendor ‘ Licence ‘ Architecture
JRE 1.4.2 SUN Microsystems | commercial x86
JamaicaVM 2.6 Aicas GmbH commercial x86
JamVM 1.3.0 Robert Lougher GPL x86
JamVM 1.3.0 Robert Lougher GPL XScale, big endian

Table 7.2: Evaluated Java environments.

For a first comparison of the performance of the virtual machines, they are tested
using the Embedded CaffeineMark 3.0 and the jByteMark benchmark programs [Han97].
The Embedded CaffeineMark 3.0 is a subset of the full CaffeineMark 3.0 from Pendragon
Software that omits tests of the graphical user interface. On x86 based hardware (PC1 of
the testbed), JRE 1.4.2, JamaicaVM 2.6 and JamVM 1.3.0 are tested. The JRE, with its
JIT compiler, outperforms JamaicaVM 2.6 with the entire benchmarks compiled to native
code by a factor of two in most tests. JamVM 1.3.0, which is only using an interpreter,
remains behind the results of JamaicaVM 2.6 (native) by a factor of ten in CaffeineMark,
and a factor of five in jByteMark. To compare the performance of the SmartCam prototype
and the PCs of the testbed, the benchmarks are also done on SmartCam 1 using JamVM
1.3.0. With the exception of the floating point index of jByteMark, the benchmarks on
the SmartCam are slower by a factor of two compared to the results on PC1. The low
floating point index results from the missing floating point hardware unit of the XScale
platform. The benchmark results are summarized in table 7.3. As with every benchmark,
it has to be kept in mind that the measurements can only cover certain aspects of the
virtual machines. But they give a first estimate of the expected performance.

Java Environment Embedded jByteMark jByteMark
CaffeineMark 3.0 | (Integer Index) | (FP Index)
JRE 1.4.2 (PC1) 20924 120 63.4
JamaicaVM 2.6, interpreter (PC1) 323 1.7 14
JamaicaVM 2.6, native (PC1) 10499 52 46
JamVM 1.3.0 (PC1) 930 9.9 0.3
JamVM 1.3.0 (SmartCam1) 542 5.8 1.4

Table 7.3: Benchmark results of different Java environments. Higher numbers denote
better performance.
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7.1.2 Code Size

For an embedded system, not only computing power but also the amount of available
memory is limited. Therefore, the code size of the agent system and the implemented
applications on top of it, is of interest. Compared to other agent systems Diet Agents
is relatively small. It is shipped as a single Java archive (JAR) without the need for
additional, third party libraries. The size of about 500kB can even be further reduced
by removing sample applications contained in the archive (see table 7.4). The additional
infrastructure required for the SmartCam project including the implementation of the
load distribution system requires additional 370kB of memory. The SmartCam console
and GUI applications are not included in this number because they are not required on a
camera but only on machines that are used for maintenance.

’ Name ‘ Version ‘ Size ‘
Diet Agents 0.97 496kB
Diet Agents (modified) 0.97 (without samples) 354kB
SmartCam Applications without console and GUI 363kB
SmartCam Applications with console and GUI 516kB
JamVM with 1.3.0 GNU Classpath 0.14 | 5.7MB

Table 7.4: Code size of the agent system, the SmartCam applications and the Java runtime
environment.

The total memory required for the agent system and the SmartCam applications is
about 720kB. This does not yet include the virtual machine and the Java class library
required for execution. On the XScale platform, JamVM 1.3.0 together with the class
library consumes about 5.7MB of space. Hence, the overall required space is 6.4MB. To
reduce this size, parts of the class library that are not required, can be removed. To do
that, an analysis of the applications, the class library and the inter-dependencies must be
done.

7.1.3 DSP Applications

For the test of the load distribution system, the DSP applications and their resource re-
quirements are simulated. To make the results as accurate as possible, the requirements
of the MPEG-4 encoder and the stationary vehicle detection (SVD) algorithm were iden-
tified by profiling. The requirements of the other algorithms have been estimated based
on these results. Many of the algorithms can operate at different quality of service levels.
The lower the quality, the lower the resource requirements are. The reduction of the re-
source requirements results from using input data of lower resolution, or with less frames
per second (fps). As a consequence, the quality of service is decreased. "Full frame” de-
notes that the algorithm operates on input images with a full resolution of 704x576. CIF
stands for ” Common Intermediate Format” and has a resolution of 352x288 pixels. Other
used formats are ”Quarter CIF” (QCIF) with 176x144 pixels and 2CIF with a resolution
of 704x288. The DSP algorithms used for testing, including their QoS levels and their
resource requirements, are presented in table 7.5.
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Algorithm QoS CPU RAM DMA
Level \ Description | [MIPS] Int. \ Ext. Chan. \ Tables \ TCC
MPEG-4 0 Full Frame, | 3840 | 400kB 0 7 3 5
25fps
MPEG-4 1 Full Frame, 1920 | 400kB 0 7 3 5
12fps
MPEG-4 2 2CIF, 25fps | 1920 | 350kB 0 6 3 4
MPEG-4 3 2CIF, 12fps 960 300kB 0 6 3 4
MPEG-4 4 CIF, 25fps 960 300kB 0 5 2 2
MPEG-4 5 CIF, 12fps 480 300kB 0 5 2 2
SVD 0 CIF, 12fps 3600 | 500kB | 17MB 25 6 25
SVD 1 | QCTF, 12fps | 900 | 330kB | 4MB | 25 6 25
Fire Detec. 0 CIF, 12fps 570 200kB | 4MB 2 2 2
Vehicle Cnt. 0 CIF, 12fps 3600 | 500kB | 17MB 25 6 25
Vehicle Cnt. 1 QCIF, 12fps 900 330kB | 4MB 25 6 25
Vehicle Clas. 0 CIF, 12fps 4400 | 500kB | 17MB 25 6 25
Wrong-Way 0 CIF, 12fps 4000 | 550kB | 18MB 16 7 26

Table 7.5: Requirements of the DSP algorithms.

The capabilities and the resource supply of the digital signal processor used for evalu-
ating the load distribution system are listed in table 7.6.

RAM DMA
Name CPU MIPS Int. ‘ Ext. A ‘ Ext. B | Chan. ‘ Tables ‘ TCC
NVDK | C6416, 600MHz | 4800 | 1024kB [ 256MB [ 8MB [ 64 | 17 [ 64 |

Table 7.6: Resource supply of SmartCam DSP.

7.1.4 Migration Performance

For a mobile agent system, the total time required by an agent to travel from one host
to another, is of special interest. It not only includes the time required for transmitting
the agent over the network, but also the time required for suspending and resuming the
agent. The migration performance depends on the size of the agent and its complexity.
Data structures, which are part of the agent have to be serialized before they can be
transmitted over the network. At the destination, all data has to be de-serialized again
before the agent can be resumed.

To measure the migration times of the Diet Agents system, an agent is used that
migrates between two hosts several times. When the agent finishes, the average migration
time is calculated. The payload, which is varied for different test runs, is a chunk of random
binary data. Every test is repeated ten times. The average migration times are presented
in table 7.7. As with the computation-oriented tasks of the benchmarks in section 7.1.1,
JamVM is significantly slower than the JRE in communication-oriented tasks.

As described in section 6.2.3, measures are taken to improve the speed of the Java
object serialization. This is of interest for agents that contain complex data structures.
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. Agent Size
Java Version | Hosts ) gyp | 30kB | G4kB | 128kB | 236kB | 512KB
JRE 1.4.2 PC1, PC2 60ms 63ms 64ms 70ms 95ms 169ms

JamVM 1.3.0 | PC1, PC2 | 258ms 597ms 957ms | 1730ms 3136ms 5984ms
JamVM 1.3.0 | SC1, SC2 | 728ms | 2696ms | 4670ms | 8471ms | 16275ms | 33239ms

Table 7.7: Migration times between two hosts for different agent sizes.

If such an agent is migrated from one host to another, all the data has to be serialized
which can take a significant amount of time. To measure the gained speedup, the payload
of the agent used for migration testing is modified. Instead of a binary chunk of data,
a complex data structure is used. The data structure is a solution set containing 180
solutions as generated when solving the distributed constraint satisfaction problem. The
test is repeated ten times. Table 7.8 presents the average migration time with and without
enhanced object serialization. The results for JRE 1.4.2 do not differ in performance. This
indicates that the reflection mechanisms of the JRE are highly optimized. In contrast to
that, JamVM significantly gains from serialization enhancements.

Java Environment ‘ Standard Serialization | Enhanced Serialization
JRE 1.4.2 470ms 465ms
JamVM 1.3.0, x86 14245ms 5848ms
JamVM 1.3.0, XScale 38256ms 10901ms

Table 7.8: Serialization performance of different Java environments.

7.2 Evaluation Scenarios

Two main scenarios are used to test the load distribution system. The first one consists
of a single cluster and is used to test the basic functionality and behavior of the system.
The second setup is more complex and involves three overlapping clusters. The goal of
this scenario is to test the effects on the load distribution system when multiple clusters
are present on the nodes. In addition to that, aspects of inter-cluster communication are
discussed and tested.

7.2.1 Single Cluster Scenario

The first test scenario is based on a single cluster containing three nodes as shown in figure
7.1. Every node is equipped with two DSPs.

For all test cases of this scenario the following agents should be allocated to the cluster.
Three MPEG-4 encoder agents are assigned to the cluster. All of them are only equipped
with a single possible QoS level, the best one. In addition to that, a desired node is set
in such a way that one MPEG-4 agent should be placed on every node of the cluster.
Two more agents, one stationary vehicle detection agent and one fire detection agent, are



CHAPTER 7. EVALUATION 76

Node 1 Node 2 Node 3

Cluster 1
Figure 7.1: A single cluster containing three nodes.

assigned to the cluster. These five agents assigned to the cluster form the base of this
scenario. If a test case diverges from this setup, it is explicitly mentioned.

Test Case 1 — Initial Placement

This test case examines the initial placement of the five agents of this scenario without
further modifications.

Having a total of six DSPs and five agents, the maximum number of complete solutions
is 6° = 7776. With the resource and data transfer constraints of the test scenario, the
load distribution system reports a total number of 2160 feasible, complete solutions. This
number can be reduced by enabling the early pruning mechanism. Solutions with costs
that are above the early pruning threshold are rejected during the computation of the CSPs
and the subsequent merge operations. The size of the final set of complete placements is
reduced.

pruning threshold | number of solutions | solutions received at \ agents started at ‘

5000 96 2461ms 3304ms
6000 144 2517ms 3344ms
7000 192 2853ms 3904ms
8000 672 3147ms 4219ms
not used 2160 3576ms 4662ms

Table 7.9: Results for the allocation of five agents with one QoS level using JRE 1.4.2 on
PC1, PC2 and PC3.

Tables 7.9 and 7.10 summarize the running times for the initial placement of the agents
for different early pruning cost thresholds. Both tests were conducted using PC1, PC2 and
PC3 of the testbed. The lower performance of the JamVM compared to the JRE is clearly
demonstrated by the running times. Table 7.11 presents the results when using PC1,
SmartCaml and SmartCam2. Solutions received at denotes the time from the start of the
load distribution process until the set of final, complete solutions is received at the initiator.
The agents started at time is the elapsed time from the point the load distribution process
is started until all agents are created and started at their target nodes. The number of
solutions denotes the number of placements contained in the final solution. Figure 7.2
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’ pruning threshold ‘ number of solutions | solutions received at | agents started at

5000 96 4737ms 6445ms
6000 144 4813ms 6433ms
7000 192 5703ms 7462ms
8000 672 7817ms 9468ms
not used 2160 9214ms 10961ms

Table 7.10: Results for the allocation of five agents with one QoS level using JamVM 1.3.0
on PC1, PC2 and PC3.

’ pruning threshold ‘ number of solutions | solutions received at ‘ agents started at

5000 96 10297ms 12609ms
6000 144 10573ms 12896ms
7000 192 11989ms 14652ms
8000 672 16697ms 19190ms
not used 2160 17660ms 20235ms

Table 7.11: Results for the allocation of five agents with one QoS level using JamVM 1.3.0
on PC1, SmartCaml and SmartCam?2.

presents a graphical comparison of the running times of the different Java environments
and hardware platforms, until the final set of complete solutions is received at the initiator.

’ Agent Name ‘ Node 1 ‘ Node 2 ‘ Node 3 ‘
MPEG Agent 1 DSP 0
MPEG Agent 2 DSP 0
MPEG Agent 3 DSP 0
Fire Detection Agent | DSP 1
SVD Agent DSP 1

Table 7.12: The cheapest solution for test case 1.

Table 7.12 shows the cheapest placement of the agents as selected by the load distri-
bution system. The resource requirements of all agents are satisfied. The MPEG agents
have been allocated to their desired nodes. For placements where the MPEG agents are
not located on their desired nodes, the scene affinity costs, and as a result the total costs,
are higher.

Test Case 2 — Agents With Multiple QoS Levels

For this test case, the three MPEG-4 encoder agents are now equipped with multiple QoS
levels. In a first step, the number of QoS levels is increased to 2. In a subsequent step,
three QoS levels are used.

Increasing the number of QoS levels has similar effects as increasing the number of
agents. Every quality of service level is treated as if it were an own agent. The only
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Figure 7.2: Running times until the final solution is received at the initiator using different
virtual machines on PCs and SmartCams with several early pruning thresholds.

additional constraint is that one agent can only be contained once in a solution no matter
what its QoS level is. Two really independent agents can both be part of a solution at
the same time. The new upper bound for the maximum number of complete solutions,
when all three MPEG encoder agents are equipped with two QoS levels, is 68 = 1.679.616.
Since the additional three QoS levels are not equivalent to three additional agents, the
true upper bound is lower than this rough estimation.

Without early pruning, the load distribution system is unable to handle solution sets
of this size. Table 7.13 therefore presents the numbers of solutions reported by the load
distribution system for different early pruning cost values.

Solutions received at in table 7.13 denotes the elapsed time from the point where the
load distribution is started until the final solution is received at the initiator. The final
solution is the solution resulting from the last merge of two worker agents. When the
final solution is received at the initiator, the cheapest one is selected and the agents are
created accordingly. The agent started at time denotes the point where all of the agents
are started on their correct note. Again, this time is measured from the point where the
load distribution is started.

The load distribution process not only requires computation time for solving the CSP
and merging the solutions. Additionally, time for workers to move with their solution from
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JRE 1.4.2 JamVM 1.3.0
PC1, PC2, PC3 PC1, SC1, SC1
pruning | QoS | number of | solutions agents solutions agents
threshold | levels | solutions | received at | started at | received at | started at
0 96 2511ms 3342ms 9575ms 12137ms
4500 0,1 192 2670ms 3207ms 10196ms 12646ms
0,1,3 192 2644ms 3485ms 10801ms 13427ms
0 96 2478 ms 3265ms 10533ms 12994ms
5000 0,1 384 2973ms 4029ms 11984ms 14650ms
0,1,3 576 3293ms 4344ms 13619ms 16131ms
0 114 2535ms 3348ms 10877ms 12277ms
6000 0,1 960 2942ms 4001ms 12696ms 15154ms
0,1,3 2160 3641ms 4638ms 14921ms 17811ms

Table 7.13: Results for the allocation of five agents. The three MPEG agents are equipped
with multiple QoS levels.

one host to another is required. To estimate how much time is spent with computation,
communication and migration, table 7.14 presents the running times for solving the CSP
and the subsequent merges. The numbers have been taken from the run with three QoS
levels for the MPEG agents and a pruning threshold of 5000. Table 7.15 presents the
results for a pruning threshold of 6000. Solving the CSP for the DSPs and the merge
of the DSP solutions is done in parallel on every node. The merges of the individual
node solutions are done pairwise for two nodes. Tables 7.14 and 7.15 also present the
accumulated times for the critical paths of computations.

JRE 1.4.2 JamVM 1.3.0
PC1, PC2, PC3 PC1, SC1, SC1
Task Node 1 | Node 2 | Node 3 | Node 1 | Node 2 | Node 3
solving CSP for DSP 0 25ms 24ms 33ms 31ms 45ms 43ms
solving CSP for DSP 1 2ms 3ms 4ms 3ms 12ms 9ms
merging DSP solutions 6ms 8ms 8ms 22ms 41ms 39ms
merging: node 1 and 2 50ms 123ms
merging: node (1, 2) and 3 674ms 3145ms
total time (critical path) 759ms 3366ms

Table 7.14: Running times for solving the CSP and subsequent merges. MPEG agents are
equipped with three QoS levels, pruning threshold is 5000.

Table 7.16 shows the cheapest agent placement found by the load distribution system.
It is taken from the run with three QoS levels for the MPEG agents and a pruning threshold
of 6000 from table 7.13. Because of the quality of service degradation penalty QQ0Sge, all
agents are running at the best QoS level 0. Placements with lower service quality are
more expensive. All MPEG agents are assigned to their desired node. MPEG agents are
scene affine tasks. If they are not running at their desired node, the scene affinity costs
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JRE 1.4.2 JamVM 1.3.0
PC1, PC2, PC3 PC1, SC1, SC1
Task Node 1 ‘ Node 2 ‘ Node 3 | Node 1 ‘ Node 2 ‘ Node 3
solving CSP for DSP 0 60ms 23ms 34ms 11ms 92ms 43ms
solving CSP for DSP 1 2ms 3ms 2ms 3ms 12ms 10ms
merging DSP solutions 9ms Tms 9ms 24ms 43ms 44ms
merging: node 1 and 2 89ms 103ms
merging: node (1, 2) and 3 1121ms 3175ms
total time (critical path) 1281ms 3425ms

Table 7.15: Running times for solving the CSP and subsequent merges. MPEG agents are
equipped with three QoS levels, pruning threshold is 6000.

are increased by the remote penalty factor. Hence, solutions where the MPEG encoders
are assigned to their desired nodes are cheaper. It can be noted that not two agents are
running on the same DSP although this would have been possible for the fire detection
agent. It could be executed on the same DSP together with an MPEG agent or the SVD
agent. This is discouraged because the resource costs of agents are computed as the ratio
of required resources to available resources. Therefore, those DSPs are preferred for agent
placement that have more available resources.

’ Agent Name Node 1 ‘ Node 2 ‘ Node 3 ‘
MPEG Agent 1 DSP 0, QoS 0
MPEG Agent 2 DSP 0, QoS 0
MPEG Agent 3 DSP 0, QoS 0
Fire Detection Agent | DSP 1, QoS 0
SVD Agent DSP 1, QoS 1

Table 7.16: The cheapest solution for test case 2. All three MPEG agents are equipped
with three QoS levels.

Test Case 3 — Adding Agents

For this test case, at first only the three MPEG encoder agents are added to the cluster.
Then the load distribution is started. The fire detection agent, the stationary vehicle
detection agent and an additional wrong way driver detection agent are added to the
cluster. After every of those agents, the load distribution system is started and a new
configuration is computed. For this test, early pruning is disabled.

with adding new agents, the set of complete solutions would grow exponentially if there
were no resource constraints. Tables 7.17 and 7.18 also present the numbers of complete
solutions for the six DSPs of the cluster without considering resource constraints. When
compared with the numbers reported by the load distribution system, it can be seen that
the growth is significantly limited by the resource constraints.



3 Agents | 4 Agents | 5 Agents 6 Agents
(MPEG) | (+Fire) (+SVD) | (+WrongWay)
number of solutions | 2% =216 | 2% = 1296 | 2° = 7776 | 2° = 46656
(no constraints)
early pruning threshold: 6000
number of solutions 8 288 24 4
(with constraints)
solutions received at 9531ms 8375ms 7982ms 9850ms
agent started at 11535ms 9131ms 9690ms 11124ms
early pruning threshold: none
number of solutions 120 720 2160 4320
(with constraints)
solutions received at 8992ms 9474ms 13938ms 28328ms
agent started at 10853ms | 10358ms | 15186ms 29597ms
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3 Agents | 4 Agents | 5 Agents 6 Agents
(MPEG) | (+Fire) (+SVD) | (+WrongWay)
number of solutions | 2% =216 | 2% = 1296 | 2° = 7776 | 2% = 46656
(no constraints)
early pruning threshold: 6000
number of solutions 8 288 24 4
(with constraints)
solutions received at | 2350ms 1882ms 1598ms 1959ms
agent started at 2976ms 2201ms 2094ms 2467ms
early pruning threshold: none
number of solutions 120 720 2160 4320
(with constraints)
solutions received at | 2399ms 1929ms 2714ms 5293ms
agent started at 3026ms 2261ms 3225ms 5817ms

Table 7.17: Increase of solution set size for additional agents. JRE 1.4.1 on PC1, PC2 and
PC3 with and without early pruning.

Table 7.18: Increase of solution set size for additional agents. JamVM 1.3.0 on PC1,

SmartCam 1 and SmartCam 2 with and without early pruning.

The final placement selected by the load distribution system after all six agents have
been added to the cluster is presented in table 7.19. The agents that were sequentially
added to the cluster are printed in bold letters. When adding additional agents, the load
distribution system tries to avoid migrations of agents that are already part of the cluster.
In this test case, the MPEG encoder agents were not moved when the fire detection agent
was added to the system, although such solutions are part of the final set of placements.
This is achieved by the migration costs described in chapter 5. If, for example, the MPEG
encoder agent 3 currently located at node 3 migrated to node 1, the migration costs
would rise. If, however, the agent remained at its current location, the migration costs
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would be zero. As a consequence, the cheapest solution that is selected at the end of the
load distribution process will be one that omits migrations of agents. In this test case,
migrations were not done when new agents were added.

’ Agent Name \ Node 1 \ Node 2 \ Node 3 ‘

MPEG Agent 1 DSP 0
MPEG Agent 2 DSP 0
MPEG Agent 3 DSP 0
SVD Agent DSP 1
Fire Detection Agent | DSP 1
Wrong Way Driver DSP 1
Detection Agent

Table 7.19: The final placement of all six agents.

Test Case 4 — Adding DSPs

Adding DSPs to a cluster has similar effects as adding nodes: The size of the set of complete
solutions will increase polynomial in the number of nodes if resource constraints are not
considered. To demonstrate this effect, only the three MPEG agents of this scenario are
assigned to the cluster. Every node is equipped with two DSPs. In subsequent steps, the
DSP count on every node is increased to three. After every addition of a DSP, a new
configuration for the cluster is computed.

| | 6DSPs | 7DSPs | 8 DSPs | 9 DSPs |

number of solutions | 63 =216 | 73 =343 | 8 =512 [ 93 =729
(without constraints)

number of solutions 120 210 336 504
(with constraints,

no early pruning)

solutions received at 2475ms | 2493ms 2623ms 2603ms
agents started at 3041ms | 3145ms | 3348ms | 2985ms

Table 7.20: Increase of solution set size for additional DSPs. JRE 1.4.1 on PC1, PC2 and
PC3 without early pruning.

Tables 7.20 and 7.21 present the size of the solution sets reported by the load distribu-
tion system compared to the theoretical numbers without considering resource constraints.
The relatively large solution sets reported by the load distribution system result from the
fact that there are a lot of resources for a small number of agents. As a consequence,
many different placements of these agents are possible. By enabling early pruning the size
of the solution sets can be reduced. In this case, solutions where an MPEG agent is not
running at its desired node are omitted due to high costs.
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| | 6DSPs | 7DSPs | 8 DSPs | 9 DSPs |

number of solutions | 63 =216 | 73 =343 | 8 =512 [ 93 =729
(without constraints)

number of solutions 120 210 336 504
(with constraints,

no early pruning)

solutions received at 9741ms | 9914ms | 10643ms | 10753ms
agents started at 11838ms | 11886ms | 12510ms | 12512ms

Table 7.21: Increase of solution set size for additional DSPs.
SmartCam 1 and SmartCam 2 without early pruning.

JamVM 1.3.0 on PCI1,

Test Case 5 — Increasing the QoS of Agents

For this test case, the MPEG encoder agents are equipped with the two quality of service
levels 0 and 1. In addition to that, they are encouraged to run at level 1 by setting the
desired QoS level accordingly. For an early pruning cost threshold of 8000, the number of
feasible solutions reported is 1248. The cheapest solution that was selected, is shown in
table 7.22. The MPEG agents are running at QoS level 1 (higher QoS level numbers denote
lower quality). All placements containing MPEG agents not running at their desired QoS
level are penalized with the Qo0Syrong costs. These costs outweigh the quality of service
degradation penalty QQ0Sgey. As a consequence, placements where the MPEG encoder
agents run at reduced quality become cheaper than those placements with higher service
quality.

’ Agent Name ‘ Node 1 ‘ Node 2 ‘ Node 3 ‘
MPEG Agent 1 DSP 0, QoS 1
MPEG Agent 2 DSP 0, QoS 1
MPEG Agent 3 DSP 0, QoS 1
Fire Detection Agent | DSP 1, QoS 0
SVD Agent DSP 1, QoS 0

Table 7.22: The cheapest solution for test case 5.

Increasing the QoS level of an agent is done by re-checking the set of feasible solutions
from the last full cluster configuration. In this case, this set contains 1248 complete
solutions. If a solution does not satisfy the new QoS requirements of the agent, it will
be disabled. This results in a reduction of the number of feasible solutions. From this
reduced set a new cheapest solution is selected. Increasing the QoS level of one MPEG
agent reduces the set of feasible solutions to 656 elements. When also increasing the QoS
level of the other two MPEG agents, another 304 and 144 solutions are disabled. The
number of remaining, enabled solutions is 144. The results are summarized in table 7.23
The long time required to increase the QoS level of the MPEG agents 1 and 3 in the case
of JamVM can be explained as follows: The request to increase the QoS level of an agent
can be sent to any node that belongs to the cluster that hosts the agent. In this case, all
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requests are sent to node 2. Only MPEG agent 2 resides on node 2. For MPEG agents
1 and 3, remote communication is required to inform them of their QoS change after the
re-checking of the solution set on node 2.

Agent Name disabled | remaining time required
solutions | solutions | (JRE, PC1, PC2, PC3) \ (JamVM, PC1, SC1, SC2)
MPEG Agent 1 656 592 811ms (11ms) 3221ms (506ms)
MPEG Agent 2 304 288 713ms (7ms) 2537ms (89ms)
MPEG Agent 3 144 144 881ms (4ms) 2996ms (116ms)

Table 7.23: Running times for increasing the QoS level of agents. The numbers in brackets
denote the time required for updating the solution set (disabling placements). The values
in front of them denote the total time required for the QoS change.

By only manipulating the set of feasible solutions, a QoS increase can be handled faster
than with solving the distributed CSP. When the QoS level of an agent is decreased again,
the inverse approach is taken: Previously disabled solutions become enabled again and a
new cheapest solution is selected.

7.2.2 Overlapping Clusters Scenario

The second test scenario is based on three overlapping clusters and four nodes, as shown
in figure 7.3. Every node is equipped with two DSPs.

RN

Node 1 Node 2 Node 3 Node 4
Cluster 1 / Cluster 2
Cluster 3

Figure 7.3: Three overlapping clusters on four nodes.

Cluster 1 should host two MPEG-4 encoder agents and one fire detection agent. Cluster
2 should contain the same types of agents with an additional stationary vehicle detection
agent. For all MPEG-4 encoder agents the desired node is set upon creation in such a way
that the placement of one MPEG-4 encoder is encouraged on every node. One wrong way
driver detection agent, one vehicle count agent and one vehicle classify agent are assigned
to cluster 3.
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Test Case 1 — Effects of Overlapping Clusters

For this test case, the load distribution is done sequentially for clusters 1 to 3 in this order.
Cluster 3 overlaps with cluster 1 and 2 which means that not the full amount of resources
is available for cluster 3 on nodes 1 to 3. Early pruning is disabled for this test. Table
7.24 shows the cheapest final solutions reported by the load distribution system. Due to
the limited amount of available resources, not every DSP application could be placed on
an own DSP. The fire detection agents, consuming only little resources, share their DSPs
with agents from cluster 3.

’ Cluster ‘ Agent

MPEG Agent 1
MPEG Agent 2
Fire Detection Agent
MPEG Agent 1
MPEG Agent 2
Fire Detection Agent
SVD Agent
Vehicle Count
Vehicle Classify
Wrong Way Driver

‘ Node 1 ‘ Node 2 ‘ Node 3 | Node 4 ‘
DSP 1

DSP 0
DSP 1

Cluster 1

DSP 0
DSP 0
Cluster 2 DSP 1

DSP 1

DSP 1

Cluster 3 DSP 0

DSP 1

Table 7.24: The cheapest solution for test case 1.

Table 7.25 presents the number of complete solutions with and without constraints as
well as the running time for every cluster until all the agents of the cluster were started.
The number of complete solutions for cluster 3 is of special interest. Of the six DSPs of
cluster 3, only 3 are available in practice: DSP 0 on node 1 which is completely free, and
both second DSPs on nodes 2 and 3 where only the fire detection agents are executed.
This reduces the theoretical limit for the number of complete solutions of cluster 3 to
3% = 27. This number is reduced further when looking at the requirements of the agents
of cluster 3 (see table 7.5): The vehicle classification agent cannot be placed concurrently
with the fire detection agents because of its CPU requirements. It therefore has to be
placed on DSP 0 of node 1. For the other two agents, there are two remaining possible
placements resulting in a total number of two complete solutions for cluster 3.

Cluster | number of solutions | number of solutions | solutions agents
(no constraints) (with constraints) | received at | started at

1 43 = 64 48 5349ms 6510ms

2 4% = 256 96 4966ms 5329ms

3 63 = 216 2 4552ms 6481ms

Table 7.25: Numbers of complete solutions and running times for test case 1. JamVM

1.3.0 on PC1, SmartCam 1, PC2 and SmartCam 2 without early pruning.

To examine the effects of multiple QoS levels, the vehicle counting agent is equipped
with an additional, lower QoS level (see table 7.5).

Table 7.26 presents the updated
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solution set sizes and running times. For cluster 3, the size of the set of complete solutions
has increased from two to ten. As in the previous case, the vehicle classification agent can
only be assigned to DSP 0 of node 1. With two QoS levels, there are now four possible
combinations to place the vehicle counting agent and the wrong way driver detection agent
on the second DSPs of node 2 and 3. In addition to that, the vehicle counting agent at
reduced QoS, can now also run concurrently on the same DSP with the three MPEG
agents of nodes 1 to 3. Together with the two possible placements of the wrong way driver
detection agent, this results in six new possible placements. Therefore, the total number of
complete solutions increases to ten. The cheapest solution selected by the load distribution
system, remains the same as presented in 7.24, because the additional placements where
the vehicle counting agent is running at reduced quality result in higher costs.

Cluster | number of solutions | number of solutions | solutions agents
(no constraints) (with constraints) | received at | started at

1 43 = 64 48 5181ms 7050ms

4% = 256 96 5018ms 7460ms

3 6> = 216 10 4107ms 5299ms

Table 7.26: Numbers of complete solutions and running times for test case 1. The vehicle
counting agent is now equipped with two QoS levels. JamVM 1.3.0 on PC1, SmartCam
1, PC2 and SmartCam 2 without early pruning.

Test Case 2 — Inter-Cluster Communication

It cannot be guaranteed that in case of overlapping clusters the requirements of all involved
clusters can be met. In this case, two options exist. The first one is to select and implement
an incomplete solution, where one or more agents are not assigned to a node. The second
option, as described in section 5.2.5, is to ask clusters, also present on the same node, if
they are able to reduce the load of the node.

Affinit
Agent Cluster ‘ gcene
MPEG-4 Encoder 0 10
Fire Detection 10 0
Stationary Vehicle Detection 8 0
Wrong-Way Driver Detection 6 0
Vehicle Classification 5 0
Vehicle Counting 4 0

Table 7.27: Affinity values of agents.

For this test case, an additional stationary vehicle detection agent is added to cluster
3. The four MPEG encoder agents are equipped with three QoS levels, namely levels 0,
1 and 3. All other agents only have their best QoS level. Early pruning is not enabled.
The placement reported by the load distribution system (table 7.28) is almost identical
to the placement of the last scenario. For cluster 3, the vehicle counting agent could not



CHAPTER 7. EVALUATION 87

be assigned to a node due to insufficient resources. For cluster 3, an incomplete solution,
only containing three out of four agents was selected. The selection which agent of cluster
3 is not executed, is done via the cluster affinity costs of the agents. As demonstrated in
table 7.27, the vehicle counting agent has the lowest cluster affinity of the agents of cluster
3 . Since a low cluster affinity results in high cluster affinity costs, the vehicle counting
agent is not part of the cheapest solution containing three agents.

’ Cluster\ Agent \ Node 1 \ Node 2 \ Node 3 \ Node 4 ‘

MPEG Agent 1 | DSP 1, QoS 0
1 MPEG Agent 2 DSP 0, QoS 0
Fire Detection DSP 1, QoS 0
MPEG Agent 1 DSP 0, QoS 0
MPEG Agent 2 DSP 0, QoS 0
Fire Detection DSP 1, QoS 0
SVD Agent DSP 1, QoS 0
SVD Agent DSP 1, QoS 0
Vehicle Classify | DSP 0, QoS 0
Wrong Way Det. DSP 1, QoS 0
Vehicle Counter

Table 7.28: The cheapest solution for test case 2. The vehicle counting agent could not
be placed due to insufficient resources on the nodes of cluster 3.

As shown in table 7.29, the sizes of the solution sets for clusters 1 and 2 have increased.
This results from the two additional QoS levels for every MPEG agent. The solution set
size of 12 for cluster 3 denotes the number of solutions where three agents could be placed.

] Cluster ‘ solution set size ‘ solutions received at ‘ agent start times

Cluster 1 520 7350ms 10056ms
Cluster 2 1344 9952ms 11883ms
Cluster 3 12 4420ms 6551ms

Table 7.29: Numbers of solutions and running times for test case 2. JamVM on PC1,
SmartCam 1, PC2 and SmartCam 2 without early pruning. The 12 solutions for cluster
3 do not denote complete solutions but solutions where three agents could be placed.

To allow cluster 3 to allocate all of its agents to nodes, communication with the other
clusters present on its nodes is required. When computing the local CSPs, the other
clusters on the node are asked if and how much they can reduce the load of the node (see
section 5.2.5). With inter-cluster communication enabled, the load distribution system
now reports the solution shown in table 7.30. Changes compared to the last solution are
highlighted. As a result of the inter-cluster communication, the QoS level of MPEG agent
2 of cluster 1 was reduced. The resources that become available, allow cluster 3 to allocate
all four of its agents, including the vehicle counting agent. Table 7.31 presents the sizes of
the solution sets and the running times for the load distribution process.
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’ Cluster \

Agent

\ Node 1

|

Node 2

\ Node 3 \ Node 4

|

1

MPEG Agent 1
MPEG Agent 2
Fire Detection

DSP 1, QoS 0

DSP 0, QoS 3
DSP 1, QoS 0

MPEG Agent 1

MPEG Agent 2

Fire Detection
SVD Agent

DSP 0, QoS 0
DSP 0, QoS 0
DSP 1, QoS 0
DSP 1, QoS 0

SVD Agent
Vehicle Classify

Wrong Way Det.

Vehicle Counter

DSP 0, QoS 0

DSP 1, QoS 0

DSP 0, QoS 0

DSP 1, QoS 0

Table 7.30: The cheapest solution for test case 2. The QoS level of MPEG agent 2 of
cluster 1 was reduced to free resources. As a consequence, the vehicle counting agent of
cluster 3 can now be placed.

’ Cluster \ solution set size | solutions received at | agent start times

Cluster 1 520 7613ms 9880ms
Cluster 2 1344 10471ms 12793ms
Cluster 3 24 4836ms 7488ms

Table 7.31: Numbers of complete solutions and running times for test case 2. JamVM on
PC1, SmartCam 1, PC2 and SmartCam 2 without early pruning.

7.2.3 Cost Factors

Table 7.32 presents the cost factors used in the evaluation.

Resource Costs Fr, =1 Fas =10
kr =200 Affinity Costs Fac =100
Data Transfer Costs kr=1 v ka=4
kyr = 2 k, = 100
Migration Costs kyr =1 QoS DegradationFactor = 2
OS COStS egraaationt’ actor
kay =1 Q QOSNotDesiredLevelPenalty =10

Table 7.32: Cost factors used for the evaluation.



Chapter 8

Conclusion and Future Work

The result of this work is a prototype implementation of the proposed load distribution
system. The evaluation of the system has proven the general feasibility of the approach.
The work has shown that it is practical to solve the constraint satisfaction problem dis-
tributedly and merge the partial solutions.

To find an optimal solution the assignment of costs to each solution is proposed. This
mechanism allows to select a solution that avoids migrations, runs agents at high quality
and takes into account the affinity of agents to clusters and scenes. The evaluation has
shown that the results of the solution selection conform with the expected behavior. Care
has to be taken when modifying cost factors. The effects this can have on the overall
results, especially in combination with early pruning, can be difficult to anticipate.

In terms of performance, the selected development environment turned out to be not a
perfect choice for embedded systems. While Java allows for fast development based on its
extensive class library, it also introduces a significant performance overhead compared to
lower level programming languages such as C or C+4. An additional drawback regarding
system performance is, that no just-in-time compiler but only an interpreter is available
for the XScale platform. Since most mobile agent systems are written in Java, this pro-
gramming language was the logical choice for the project. In terms of performance, it has
proven to be not optimal.

8.1 Future Work

Not only performance improvements are to be examined in the future. Other topics such
as efficient inter-cluster communication and optimizations of the cost system and the early
pruning mechanism can be explored.

e Native Implementation. The mobile agent paradigm is well suited for the implemen-
tation of the load distribution system. At the same time, the overhead introduced by
the agent infrastructure and the JamVM runtime environment cannot be neglected:
in terms of performance, native implementations are by far better suited for em-
bedded environments. Hence, a possible way to improve the overall performance

89
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of the system is to evaluate which features of mobile agents are required, and to
re-implement the load distribution system in a programming language such as C or
C++.

o Inter-Cluster Communication. Inter-cluster communication is an important topic for
realistic scenarios with many overlapping clusters. In general, clusters are not aware
of each other. As a consequence, the allocation of agents to nodes might fail because
agents of foreign clusters are already consuming resources on the nodes. A first
step towards inter-cluster communication was taken with the approach presented in
section 5.2.5. Decreasing the QoS level of foreign agents is a simple measure to deal
with the problem. More advanced approaches such as reconfiguring foreign clusters
to reduce the load of certain nodes have to be explored.

o Optimizing the Cost System. The cost system offers a wide range of possibilities for
future optimizations. Aside from selecting the optimal solution, the costs in combi-
nation with early pruning can have a significant impact on the overall performance
of the system. If it is possible to reject expensive solutions reliably, early in the load
distribution process, the amount of data to be processed and transferred over the
network can be reduced. At the same time, it has to be ensured that the final set
of complete solutions will not be empty by rejecting too many intermediate solu-
tions. A possible approach is an adaptive early pruning mechanism, that does not
operate with fixed thresholds but also takes the results of previous runs of the load
distribution system into account.

e Distributed Merge. A potential improvement is not only to do the computation of
the CSP in parallel on the nodes of a cluster, but also the merging of two solutions.
To do so, one of the two solution trees to be merged, has to be split. This can be
done by removing the empty set, which is the root of the tree. This results in a set of
independent sub-trees with elements of level 1 as their new root elements. These sub-
trees can then be merged with the second solution tree in parallel on different nodes.
The resulting trees are then combined into one single solution by re-attaching them to
the empty set. This approach is similar to the domain based decomposition of CSPs
presented in section 2.4.3. It has to be evaluated, if the additional communication
required, does not outweigh the potential increase in performance.
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